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WHAT DO WE MEAN BY E-PAYMENTS? 

By “E-payments” (also called digital payments), we mean any payment for a 

good or service without the use of cash, made electronically,  i .e.  telematically 

or by internet,  using an electronic device (from the traditional payment cards 

to computers, smartphones, tablets,  smartwatches, as well as the Point Of Sale 

or "POS", either contactless or with magnetic str ipe reading).  

WHY ARE E-PAYMENTS IMPORTANT? 

Even before the pandemic, global digital payments industry has been involved 

in many innovations, including mobile wallets,  P2P mobile payments,  real -

time payments and cryptocurrencies. This new, simple -to-use, cashless 

payment methods have become an appealing alternative for bill i ons of people 

and attracted many users.  

Over the years,  China and the United States developed into the world’s 

leading digital payments markets, but Europe is set to witness the most 

impressive digital payments growth. However,  with social distancing rules  in 

place, more people started embracing contactless payments as a safer way to 

manage their money in both developed and emerging countries and 

consumers are increasingly inclined to use E -payments.   

From the side of the E-payment service providers, even large players such as 

Amazon, PayPal, Apple and Facebook are continuously investing in online and 

mobile payment solutions and the ongoing changes in e -commerce solutions, 

with the transit ion from individual separate online shops to integrated 

platforms, is  creating space for new business models and new opportunities 

for E-payments.  

In conclusion, due to fast technological developments and the increasing of 

consumers attitude to pay products and services by their online banking 

accounts as well as by E-payments and mobile payments via smartphone 

applications, the transition to a cashless society is inevitable and irreversible, 

therefore this sector is very profitable at the present and will  remain 

productive for a long time.  
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WHY A GUIDE ON E-PAYMENTS? 

If you are an entrepreneur who wants to succeed in the E -payments market, 

you know that in the era of global e -commerce, after launching your services 

locally,  you have to spread beyond national borders and therefore operate in 

different countr ies,  often subject to very different rules and policies.  

How do you choose where to start an E-payment service or in which country 

is it preferable to expand a service already successfully launched in your 

country?  Are administrative authorisations and/or  specific requirements to 

operate payment services? Which activities are allowed? Are there public 

supervisory auditing of the activity?  

To help tackle these questions, Aliant presents an overview of the different 

legal frameworks for payment services around the world which, without being 

considered exhaustive or as a legal opinion, aims of providing entrepreneurs 

and investors who operate internationally and who are interested in payment 

services with a preliminary tool for choosing the markets in which to  launch 

or expand their payment services.  

This general information is merely offered on the basis that it is not a 

substitute for legal advice and we cannot accept any kind of l iabil ity incurred 

in reliance on their content.  

Of course, for any in-depth analysis or specific legal assistance in this sector, 

Aliant's experts are available to advise and share their global expertise in the 

field of digital payments.  
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1. European Union (EU) 

Introduction  

 

In order to create a single payment area where 

European citizens and businesses have easy access to 

safe cross-border payments with the same charges 

and the same rules the EU adopted in 2007 the first 

payment services directive (the so-called PSD1) 

applicable inside the European Economic Area to all 

payments executed in other way that cash, electronic 

payments included, establishing the rights and 

obligations related to this kind of services as well as 

the set of information that operators must give to 

users, and introducing a new figure of financial 

intermediary (payment institutions) allowed to provide payment services in competition 

with banks. 

 

A new directive on payment services has been adopted in 2015 and became applicable 

starting from 2018 (the so-called PSD2) with the aim to improve the first set of rules and 

include new digital payment services, such as mobile and internet payment services, 

preserving consumers from frauds and abuses. 

 

Finally, in September 2020 digitalisation has definitely become a primary matter since the 

European Commission has issued the Communication on a Retail Payments Strategy for 

the EU to develop instant payments (TARGET Instant Payment Settlement - TIPS launched 

in November 2018) and other innovative solutions across Europe that are at the same time 

safe for users. 

1. Are there any regulations in your country covering e-payment services? Are there any 

regulatory / supervisory Authorities on the matter and, if so, which are they? 

European laws are divided into Regulations, which are directly applicable within the Member 

States, and Directives, which need instead transposition in each Member State 

The main regulations related to e-payments are: 

• Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 
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2015 on payment services in the internal market (PSD2), which replaced Directive 

2007/64/EC of the European Parliament and of the Council of 13 November 2007 (PSD) 

• Directive 2009/110/EC of the European Parliament and of the Council of 16 September 

2009, on the taking up, pursuit and prudential supervision of the business of electronic 

money institutions (EMD) 

• Regulation (EC) No 924/2009 of the European Parliament and of the Council of 16 

September 2009 on cross-border payments in the Community, as amended by Regulation 

(EU) 2019/518 of the European Parliament and of the Council of 19 March 2019 

• Regulation (EU) No 2015/751 of the European Parliament and of the Council of 29 April 

2015 on interchange fees for card-based payment transactions  

• EU Commission’s Delegated Regulation (EU) 2018/389 of 27 November 2017 

supplementing Directive (EU) 2015/2366 of the European Parliament and of the Council with 

regard to regulatory technical standards for strong customer authentication and common 

and secure open standards of communication 

• The EU institutions directly or indirectly involved are essentially:  

- The European Banking Authority - EBA established by the Regulation (EU) No 

1093/2010 of the European Parliament and of the Council of 24 November 2010 

establishing a European Supervisory Authority;  

- The EU Commission’s DG FISMA - The Directorate‑General for Financial Stability, 

Financial Services and Capital Markets Union, that is the Commission department 

responsible for EU policy on banking and finance; and  

- The European Central Bank - ECB, while each Member State designates competent 

authorities responsible for the authorisation and prudential supervision. 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

With few minor exceptions, e-payment services can be provided within EU only by a payment 

service provider (PSP, a legal person such as credit institutions, electronic money institutions, 

post office giro institutions, payment institutions, the ECB and national central banks or 

Member States or their regional or local authorities when not acting in their capacity as 

public authorities, or a natural or legal person benefiting from an exemption pursuant to 

Article 32 or 33) that has been granted authorisation to provide and execute payment 

services throughout the Union. 

Moreover, any authorised PSP can provide payment services in a Member State other than 

its home Member State, in the exercise of the right of establishment or the freedom to 

provide services, upon notice to the competent authorities in its home Member State. 
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There are specific corporate requirements established for PSP contained in the set of 

information that must be supplied together with the applications for authorization, as well 

as other following requirements relating to control of the shareholding, initial capital, own 

funds. 

3. Which e-payment services are allowed in your country?  

According to Annex I of PSD2, e-payment services include: 

• Services which allow cash to be placed on a payment account (and all the operations 

required to operate the account); 

• Services which allow which allow the withdrawal of cash from a payment account (and all 

operations required for the operation of the account); 

• Execution of payment transactions, including direct debits (also one-off direct debits), 

payment transactions through a payment card or similar device and credit transfers, 

including standing orders; 

• Execution of payment transactions (direct debits – including one-off direct debits, 

payment transactions through a payment card or similar device and credit transfers, 

including standing orders) where the funds are covered by a credit line for a payment service 

user; 

• Issuing of payment instruments and/or acquiring of payment transactions; 

• Money remittance; 

• Payment initiation services (first of two new services allowed by rules on open banking 

provided for by PSD2), that means a service to initiate a payment order at the request of the 

payment service user with respect to a payment account held at another payment service 

provider; 

• Account information services (second new service allowed by rules on open banking 

provided for by PSD2), which is an online service which provides consolidated information 

on payment accounts held by a User with PSPs. 

Authorised PSPs are also entitled to execute operational and closely related ancillary services 

such as ensuring the execution of payment transactions, foreign exchange services, 

safekeeping activities, and the storage and processing of data. 

E-payment rules instead do not apply to payment transactions made exclusively in cash and 

other paper-based payment transactions (as cheques, drafts, vouchers, traveller’s cheque 

etc.), as well as professional physical transport of banknotes and coins, payments related to 

securities asset servicing and other services provided for by art. 3 of PSD2.  

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 
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In the interest of transparency, Title III of PSD2 (Transparency of conditions and information 

requirements for payment services, art. 38-60) lays down the harmonised requirements 

needed to ensure that necessary, sufficient, and comprehensible information is given to 

Users with regard to the payment service contract and payment transactions, with a 

derogation from information requirements for low-value payment instruments and 

electronic money. If the User is not a consumer, PSP and User may agree that rules on 

transparency shall not apply in whole or in part. 

The basic principle is that the Users must be informed, before being bound to an e-payment 

contract or offer, of the identity and contact details of the PSP, of any costs or charges borne 

by the User and of the competent authority in the country where the payment transaction 

is executed. After the operation (or periodically, in the case of framework contracts), PSPs 

will provide Users with a certain identification of the operation and details of the costs 

incurred. 

For payments made under a framework contract, PSPs must also inform Users on the main 

contractual rights and obligations such as, for example, changes to and termination of the 

framework contract. 

No expenses can be charged to users for information duties to be provided by PSPs (unless 

PSPs and users have agreed on a more frequent supply or with tools other than those 

provide for in the contract). At User's request, information have to be provided on paper or 

on another durable medium (such as printouts by account printers, CD-ROMs, DVDs, the 

hard drives of personal computers on which electronic mail can be stored, and internet sites, 

provided that such sites are accessible for future reference, for a sufficient period of time for 

the purposes of accessing the information and provided that these sites allow the 

reproduction of the information stored there in an unaltered form). 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

Since framework contracts and the payment transactions are more common than single 

payment transactions, in case of a payment account or a specific payment instrument it is 

necessary a framework contract. 

Framework contracts must include all information and conditions which must be provided 

to User before signing a contract: information on PSP, on use of the payment service (e.g., 

main characteristics, procedure for giving consent to initiate or execute an e-payment, 

maximum execution time for e- payment, spending limits), on charges, interest and 

exchange rates, on means of communication and frequency of information provided, on 

safeguards and corrective measures and on changes to, and termination of, the framework 

contract. 

At User request and at any time during the contractual relationship, PSPs must provide 
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contractual terms of the framework contract on paper or on another durable medium. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

Consumer protection is at the heart of EU laws on e-payment services and PSD2 expressly 

aims to better protect consumers against fraud, abuse, and payment problems and 

strengthen consumer rights. 

Consumers are the main beneficiaries of transparency of conditions and information 

requirements which we examined in the previous questions 4 and 5 and of Rights and 

obligations in relation to the provision and of the detailed rules for the execution of payment 

services at each stage, provided for by Title IV of PSD2 (Art. 61-103), which could be 

extended to microenterprises by single Member States and to non-consumer parties upon 

their choice. 

As for the rule on execution of e-payments, PSD2 specifies when and how consent to 

payment transactions must be given or revoked, the methods and terms in which a PSP must 

perform an e-payment as well as the liability in cases of non-execution, inaccurate or late 

execution of payment transactions and unauthorized payments. 

If the e-payment service provides for the granting of credit to consumers (as, for example, 

in the case of revolving credit cards), the rules set by the Consumer Credit Directive (Directive 

2008/48/EC or “CCD”) also apply. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

Only PSPs which are authorized to execute e-payments where the funds are covered by a 

credit line for a User or to issue payment instruments may grant credits but only when credit 

is accessory and granted exclusively in relation to the execution of a payment transaction, it 

is repaid within a short period which in no case exceeds 12 months (except for credits 

granted by credit card), it is not granted using funds received or held by PSP for executing 

e-payments and PSP’s own funds are adequate with respect to the overall amount of credit 

granted. 

Furthermore, the provisions of the CCD are applicable to the credits granted by the PSPs to 

consumers, except for credit agreements: 

• Of less than EUR 200 and more than EUR 75,000; 

• In the form of an overdraft facility and where the credit must be repaid within one month; 

• That do not involve interest payments or other costs; 

• Which must be repaid within three months and only insignificant charges are payable; 

and 
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• Other specific credit agreements listed by Art. 2 of CCD. 

This means that if PSP intends to grant credits, also according to BNPL (Buy Now Pay Later) 

model, must obtain authorization to execute e-payments from a credit line granted to User 

or to issue e-payments instruments and, if the loan is greater than EUR 200 or is charged by 

interests, also be compliant to rules on advertising, pre-contractual information, and 

conditions to be included in credit agreements provided for by CCD. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

PSD2 expressly states that each Member State must establish ADR procedures for the 

settlement of disputes between Users and PSPs related to rules on transparency and 

execution of e-payments and ensure that said procedures are adequate, independent, 

impartial, transparent and effective. 

The right to promote ADR procedures must be granted to both individual Users and 

consumer associations and must be applied to all PSPs, including their representatives.  

PSPs must include information on ADR procedures and ADR entity in the general terms and 

conditions of the framework contract and on its website in a clear, comprehensive and easily 

accessible way. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

EU rules on the protection of personal data provided for by Regulation (EU) 2016/679, better 

known as the General Data Protection Regulation (GDPR) apply to all Users who are natural 

persons. 

Therefore, also personal data of Users of payment are subject to the following principles: 

• Lawfulness, fairness, and transparency: any processing of personal data should be lawful 

and fair. It should be transparent to individuals that personal data concerning them are 

collected, used, consulted, or otherwise processed and to what extent the personal data are 

or will be processed; 

• Purpose Limitation: personal data should only be collected for specified, explicit, and 

legitimate purposes and not further processed in a manner that is incompatible with those 

purposes; 

• Data Minimisation: processing of personal data must be adequate, relevant, and limited 

to what is necessary in relation to the purposes for which they are processed; 

• Accuracy: Controllers must ensure that personal data are accurate and, where necessary, 

kept up to date; 

• Storage Limitation: personal data should only be kept in a form which permits 
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identification of data subjects for as long as is necessary for the purposes for which the 

personal data are processed; 

• Integrity and Confidentiality: personal data should be processed in a manner that ensures 

appropriate security and confidentiality of the personal data, including protection against 

unauthorised or unlawful access to or use of personal data and the equipment used for the 

processing and against accidental loss, destruction or damage; 

• Accountability: Finally, the controller is responsible for, and must be able to demonstrate, 

their compliance with all of the above-named Principles of Data Protection. 

The PSD2 also specifically provides that: 

• Member States shall permit processing of personal data by PSPs when necessary to 

safeguard the prevention, investigation and detection of payment; 

•  PSPs may process Users' data only with the explicit consent of Users; 

• Any processing of personal data and the information to individuals about the processing 

of such personal data must be carried out in accordance with European rules on data 

protection. 

Finally, PSPs are required to adopt adequate mitigation measures and control mechanisms 

to manage operational and security risks. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

Innovative methods for electronic cross-border funds transfer are emerging globally. These 

new payment tools include extensions of established payment systems as well as new 

payment methods that are substantially different from traditional transactions. New 

payment methods raise potential concerns in relation to money laundering and terrorist 

financing because criminals can adjust quickly to exploit new opportunities. 

Money laundering in Italy and in the rest of Europe is a growing problem. Laundering funds 

is a concern because of the prevalence of homegrown organized crime groups and the 

recent influx of criminal organizations from abroad.  

Money laundering occurs both in the regular banking sector and, more frequently, in the 

non-bank financial system, i.e., casinos, money transfer houses and the gold market. Money 

launderers predominantly use non-bank financial institutions for the illicit export of currency 

– primarily U.S. dollars and Euros – to be laundered in offshore companies. There is a 

substantial black market for smuggled goods in the country. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

The European Commission carries out risk assessments in order to identify and respond to 
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risks affecting the EU internal market. It promotes the adoption of global solutions to 

respond to these threats at international level. The European Union adopted robust 

legislation to fight against money laundering and terrorist financing which contributes to 

those international efforts. 

It is essential that gatekeepers (banks and other obliged entities) apply measures to prevent 

money laundering and terrorist financing. Traceability of financial information has an 

important deterrent effect. The European Union adopted the first anti-money laundering 

Directive in 1990 in order to prevent the misuse of the financial system for the purpose of 

money laundering. It provides that obliged entities shall apply customer due diligence 

requirements when entering into a business relationship (i.e. identify and verify the identity 

of clients, monitor transactions and report suspicious transactions). This legislation has been 

constantly revised in order to mitigate risks relating to money laundering and terrorist 

financing. 

On 24 July 2019, the European Commission adopted a Communication entitled "Towards 

better implementation of the EU's anti-money laundering and countering the financing of 

terrorism framework" accompanied by four reports. 

On 7 May 2020, the European Commission adopted an action plan for a comprehensive 

Union policy on preventing money laundering and terrorism financing built on six pillars. To 

gather the views of citizens and stakeholder on these measures, the Commission launched 

a public consultation in parallel to the adoption of this action plan.  

On 16 September 2020, the European Commission adopted a report assessing whether 

Member States have duly identified and made subject to the obligations of Directive (EU) 

2015/849 all trusts and similar legal arrangements governed under their laws. Directive 

(EU) 2015/849 (the 5th anti-money laundering Directive) indeed extended to trusts and 

similar legal arrangements the transparency rules and obligations applicable to legal 

entities, requiring Member States to identify and notify trusts or trust-like arrangements 

governed under their legal framework.
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1.1. France 
 

1. Are there any regulations in your country 

covering e-payment services? Are there any 

regulatory / supervisory Authorities on the matter 

and, if so, which are they? 

France, as an EU Member State, is subject to European 

regulation as primary legislation on this matter. 

In French law, the regulations relating to e-payment 

services are mainly included in the French Monetary 

and Financial Code. Articles L314-1 et seq. of the said 

Code thus relate to payment services. Articles L521-1 

et seq. of the Code deal with payment service 

providers. Electronic payment services are not mentioned as such but are covered by these 

provisions. 

This French regulation comes mainly from two European directives: Directive 2007/64 / EC 

of the European Parliament and of the Council of 13 November 2007 on payment services 

in the internal market (PSD) and Directive (EU) 2015/2366 of the Parliament European Union 

and of the Council of 25 November 2015 on payment services in the internal market (PSD2). 

This latter directive has been transposed into French law by law #2016-1321 of October 7, 

2016 and ordinance #2017-1252 of August 9, 2017. 

The body in charge of regulating players in the payment services market is the Prudential 

Control and Resolution Authority (in French « ACPR »). This administrative authority is part 

of the Banque de France and is more generally in charge of the supervision of the banks in 

France. 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

According to the French Monetary and Financial Code, only the providers mentioned below 

can provide payment services, in particular electronic, as a usual profession: 

• Credit institutions; 

• Payment institutions (the only ones authorized to also provide the payment initiation 

service); 

• Electronic money institutions; 

• Account information service providers. 
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Each of these service providers must obtain approval or be registered by the Prudential 

Control and Resolution Authority (Autorité de contrôle prudentiel et de resolution – ACPR) 

under the conditions indicated below. 

The conditions for obtaining such approvals / registration can be found at this address: 

https://acpr.banque-france.fr/autoriser/procedures-secteur-banque/agrement-

autorisation-ou-enregistrement.  

Corporate and technical requirements are required and vary depending on the service 

provider. It may be required, in particular: 

• An adequacy of the legal form to the envisaged activity; 

• Effective managers with the requirements of good repute, knowledge, experience, and 

skills; 

• A central administration located in the same national territory as the registered office; 

• Sufficient initial capital and the level of prudential capital regarding capital requirements; 

• The activity program and technical and financial resources implemented; 

• Taking out professional liability insurance; 

• The means implemented to ensure the security of means of payment and general 

organization of security, control of proper functioning and fight against fraud. 

The ACPR grants its approvals within 3 to 6 months of receipt of the complete file. For the 

account information service providers, registration is accepted if the ACPR does not respond 

within three months. In some cases, the European Central Bank or the Bank of France must 

issue an opinion before the ACPR renders its decision. 

Exemptions from approvals may be requested. This is particularly the case if the payment 

service is used for a limited range of goods or services, or on company premises or in a 

limited network of people. 

These exemptions can be requested from the ACPR. Companies benefiting from the 

exemption, unlike authorized players, are not subject to the rules relating to: 

• The protection of users of payment services; 

• Protection of the funds of users of payment services and holders of electronic money; 

• Obligations relating to AML-CFT. 

To protect the users of their services, the ACPR recommends that companies benefiting from 

an exemption: 

• To isolate the funds received on behalf of users in a dedicated account; 

• To explicitly mention in their general conditions the regulatory framework in which they 

https://acpr.banque-france.fr/autoriser/procedures-secteur-banque/agrement-autorisation-ou-enregistrement
https://acpr.banque-france.fr/autoriser/procedures-secteur-banque/agrement-autorisation-ou-enregistrement
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operate. 

Once approved, these service providers are registered on the Register of Financial Agents 

accessible at this url: www.regafi.fr. 

3. Which e-payment services are allowed in your country? [Please provide exhaustive list 

and / or some examples] 

Some examples of electronic payment services authorized in France (the list is not 

exhaustive): 

• Transfers and e-wallet; 

• Online payment solutions for an e-commerce site and platform; 

• Automated transfer solution; 

• Banking aggregation and payment initiation solution; 

• Online funding pot. 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In compliance with the European rules (PSD2) information must be provided by electronic 

payment service providers, in particular before the user of a payment service is bound by a 

contract relating to an isolated payment transaction. 

This information is in particular: 

• The precise information or the unique identifier that the payment service user must 

provide for the purposes of initiating or correctly executing his payment order; 

• The maximum execution time in which the payment service is provided; 

• All fees payable by the user and, where applicable, details of these fees; 

• Where applicable, the real or reference exchange rate that must be applied to the 

payment transaction. 

This information must be communicated, free of charge, in clear and easily understandable 

terms and form, in paper form or on another durable medium, and can be delivered by 

providing a copy of the draft contract relating to the payment isolated transaction. 

If, at the request of the payment service user, the contract relating to an isolated payment 

transaction is concluded by a means of distance communication which does not allow the 

payment service provider to comply with the obligations indicated above, the latter satisfies 

them immediately after the execution of the payment transaction. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

http://www.regafi.fr/
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The electronic payment service framework contract must include some information provided 

for by the French Monetary and Financial Code, in particular information on: 

• The payment service provider; 

• The use of a payment service, including a description of its main characteristics, the form 

and procedure for giving consent to initiate, the possibility, if any, to agree on spending 

limits; 

• Fees, interest rates and exchange rates; 

• Communication between the user and the payment service provider, in particular the 

technical requirements applicable to the user's equipment; 

• Protective and corrective measures, including a description of the measures that the user 

must take to maintain the security of a payment instrument; 

• Modification and termination of the contract. 

This information must once again be communicated in clear and easily understandable 

terms and form, in paper form or in another durable medium. The payment service provider 

may also, to fulfil this obligation, provide a copy of the draft framework contract. 

If, at the customer's request, the framework contract is concluded by a means of distance 

communication that does not allow the payment institution to comply with the previous 

paragraph, the latter fulfils its obligations immediately after the conclusion of the framework 

contract. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

Electronic payment services are subject to French consumer law like any other service. 

As such, pre-contractual information must be provided by the company with regard to 

consumers, in particular on the essential characteristics of the service, its price or the identity 

of the company. 

The company must also inform the consumer of his right of withdrawal. This right must be 

exercised within fourteen days of the conclusion of the contract. If the consumer does not 

have the possibility to exercise this right, for example if the provision of the service is fully 

performed before the end of the period, he must also be informed. 

Finally, a special feature for payment service providers, they must make available on their 

website a brochure prepared by the European Union on the list of consumer rights when 

they make payments in Europe. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 
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While credit institutions may grant loans, in principle other payment providers may not.  

However, there is an exception for payment institutions if the following three cumulative 

conditions are met: 

• The credit is ancillary in nature and must be granted exclusively in connection with the 

execution of payment transactions that this institution performs; 

• The credit is repaid within a period of time determined by the parties and it may not 

exceed 12 months; 

• The credit shall not be granted on the basis of funds received or held by the institution 

for the purpose of executing payment transactions. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

In France, any retail consumer has the right to have recourse free of charge to a consumer 

mediator for the amicable resolution of a dispute with a professional.  

In the case of e- payment services, this right is provided for and must be stated in the 

payment service contracts. 

Thus, if there is no response to a complaint made against a professional within two months 

or if the response provided by the complaints department of this establishment is not 

satisfactory, the consumer may refer the matter to the mediator free of charge, provided 

that no legal proceedings have been initiated or are about to be initiated. 

The time limit for processing cases by the mediator is 90 days. In case of particular difficulties, 

this period may be extended. The mediator must then inform the consumer.  

If the mediator's opinion is not in favor of the consumer or if it is refused by the institution 

or the intermediary, the consumer may bring the matter before the competent court. Finally, 

it is always possible for the consumer to bring an action before the courts without having 

called upon the mediator. 

An annual activity report drawn up by each mediator is sent to the president of the Consumer 

Mediation Assessment and Control Commission, which reports to the minister in charge of 

the economy, to the governor of the Banque de France, and to the president of the Financial 

Sector Advisory Committee. 

Furthermore, if a consumer subscribes to a service via the Internet, he or she can submit a 

complaint to the European platform for out-of-court settlement of online disputes, which 

will direct his or her request: http://ec.europa.eu/consumers/odr/. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

The protection of personal data is framed by the law of January 6, 1978 known as 

http://ec.europa.eu/consumers/odr/
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"Informatique et libertés", amended to adapt it to the provisions of Regulation (EU) 2017/679 

of April 27, 2016 on the protection of individuals with regard to the processing of personal 

data and on the free movement of data, applicable since May 25, 2018. 

Asset and banking data are personal data. In this context, the processing of this data carried 

out in the context of electronic payment services must comply with the Data Protection Act 

and the GDRP and respect their fundamental principles:  

• The data must be processed in a lawful, fair and transparent manner;  

• The data must be collected for specific, explicit and legitimate purposes;  

• The data must be adequate, relevant and limited; 

• The data must be accurate; 

• The data must be kept in a form which permits identification of the data subjects for no 

longer than is necessary for the purposes for which it was collected; 

• The data must be processed in such a way as to guarantee appropriate security. 

The subject of data protection is addressed in particular by the PSD2, which requires that:  

• Member States shall allow the processing of personal data by payment systems and 

payment service providers where necessary to ensure the prevention, investigation and 

detection of payment fraud;  

• Payment service providers shall only have access to, process and store personal data 

necessary for the performance of their payment services with the explicit consent of the 

payment service user; 

• All information on the processing of personal data carried out in the context of PSD2 is 

communicated to the data subjects; 

• When personal data is processed for the purposes of PSD2, the purpose must be 

specified, the legal basis must be referred to, and the security requirements applicable by 

the European regulation on personal data must be met. 

These requirements have been transposed into French law. 

In accordance the French Monetary and Financial Code, the French data protection authority, 

(known as CNIL), is responsible for monitoring these provisions. Thus, this authority may 

receive by any means complaints relating to violations of the above-mentioned provisions.  

It should be noted that the provisions of the PSD2 and the GDRP may sometimes be 

inconsistent, particularly with regard to the consent required from data subjects or the 

definition of so-called "sensitive" data. A draft guideline on these subjects was unveiled in 

July 2020, its final version has not yet been adopted. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 
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country (such as e.g., cyber fraud, money laundering, etc.)? 

Innovative digital technologies can pose new risks in terms of money laundering or fraud by 

hackers adapting very quickly to these new instruments. The opacity of certain instruments 

(eg electronic money), favouring anonymity, is thus likely to be used for money laundering 

purposes. 

The subject is taken seriously by the French authorities. 

Thus, companies were sanctioned in 2021 for the weakness of their internal procedures for 

the fight against money laundering and the financing of terrorism. The ACPR criticized the 

lack of identification of a large number of portfolios, or a risk classification insufficiently 

suited to the activity. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

The ACPR and the French intelligence service responsible for combating tax fraud, money 

laundering and terrorist financing (known as Tracfin) work together to combat money 

laundering and terrorist financing. 

Electronic payment service providers are subject to a system adopted for this fight, a system 

based on two complementary components: 

• Obligations of vigilance with regard to customers and business relationships, making it 

possible to detect atypical sums and transactions according to the risk classification of the 

payment service provider, the customer and the profile of the business relationship (in 

particular by carrying out all the necessary diligence to identify the customer and the 

beneficiary, by inquiring into the origin and destination of the funds, etc.); 

• The obligations to report and inform Tracfin of sums or transactions related to their 

activity. 

Payment service providers are also subject to an annual assessment of the risks to which 

they are exposed. This assessment is carried out by the ACPR in cooperation with Tracfin in 

two stages:  

• The first step consists of assessing the inherent risk to which each organization is exposed; 

• The second step consists in assessing the AML/CFT risk management system of each 

organization. 

The result is an overall assessment of the risk profile for each financial institution, which is 

used to determine supervisory measures. 

With regard to security risks, payment service providers are required to notify the PCRA and 

the Banque de France/Bank Of France of major operational and security incidents related to 

the payment services they provide. 
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Finally, to prevent online fraud, since May 15, 2021, PSD2 requires strong authentication for 

payments over 30 euros in the following three cases:  

• When the payer accesses his online payment account; 

• When initiating an electronic payment transaction; 

• When they carry out an action using a remote communication method. 

This obligation is fully applicable in France to all online payments 
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                                          1.2 Italy 
 

1. Are there any regulations in your country covering e-

payment services? Are there any regulatory / supervisory 

Authorities on the matter and, if so, which are they? 

The main Italian laws relating to e-payment services, 

deriving essentially from EU rules, are the following: 

• Legislative Decree No. 385/1993 (referred to as the 

Consolidated Law on Banking - in Italian “Testo Unico 

Bancario” or TUB) which includes numerous provisions 

implementing PSD2; 

• Legislative Decree No. 11/2010, which transposed PSD; 

• Legislative Decree No. 218/2017, which modified 

Legislative Decree No. 11/2010 to implement PSD2; 

• Legislative Decree No. 36/2020, which modified Legislative Decree No. 218/2017 to adapt 

national provisions to the Regulation (EU) 2015/751 on interchange fees; 

• Supervisory provisions for Payment institutions and Electronic Money Institutions of 23 

July 2019 issued by Bank of Italy, which is the designated national Supervisory Authority; 

• Provisions on transparency of banking and financial transactions and services of 29 July 

2009 (and its subsequent amendments) issued by Bank of Italy, which includes rules on 

Payment Institution and Transparency of conditions and information requirements for 

payment services. 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

According to the European rules that allows only to PSPs as defined in the PSD2 to provide 

e-payment services, Italy has transposed the same conditions relating to authorizations and 

requirements for legally operating within the national borders: the Consolidated Law on 

Banking  (TUB) exactly establishes what subjects are entitled to provide payment services 

and ancillary activities, and designates the Bank of Italy as the entity legitimated to release 

authorizations to those subjects in possession of the necessary requirements as well as to 

keep the national register of payment institutions. 

PSPs must comply both with technical and corporate requirements as established in the 

Consolidated Law on Banking and in the Supervisory provisions for Payment institutions and 

Electronic Money Institutions of Bank of Italy, such as aspects relating to the legal form, the 



 Italy 

20  

location of the registered office, the capital amount, the eligibility of directors and others. 

Italian PSPs may establish branches in the territory of the Republic and other Member States 

in compliance with the procedures established by the Bank of Italy, and EU PSPs may 

establish branches in the territory of the Republic. 

3. Which e-payment services are allowed in your country? [Please provide exhaustive list 

and / or some examples] 

In Italy, the e-payments allowed are exactly the same as those provided for by EU 

regulations, i.e. services enabling cash to be placed on and / or cash withdrawals from a 

payment account, execution of payment transactions, issuing of payment instruments 

and/or acquiring of payment transactions, money remittance and the new two services 

allowed by rues on open banking provided for by PSD2, namely payment initiation services 

and account information services. 

E-payment services in Italy, therefore, range from traditional payment instruments (also 

called “Old Digital Payments”), such as credit transfers, direct debits and credit and debit 

cards, to more innovative services (also called “New Digital Payments”), such as: 

• Electronic credit transfer; 

• Payment initiation services (“PIS”); 

• Staged wallet; 

• Instant payment; 

• E-wallet; 

• Card issuer services (“CIS”); 

• Account information services (“AIS”); 

• Mobile-payments (“M-payments”), both remotely (“Mobile Remote Payments”) and via 

POS devices in shops (“Contactless payment”); 

• Mobile POS and Smart POS. 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In compliance with the European rules (PSD2) Bank of Italy, delegated by the Consolidated 

Law on Banking – TUB, establishes minimum mandatory contents of the information and 

contractual conditions that the PSP must provide or make available to User of e-payment 

services. 

Information and contractual terms and conditions to be provided in the case payment 

transactions, which are detailed by the Supervisory Provisions of the Bank of Italy, are 

substantially the same of PSD2. Therefore, regarding individual payment transactions, prior 
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to initiation of any transaction, PSP shall inform User about: 

• Identity and nationality of the PSP and competent Authority; 

•  Information or unique identifier to be provided by the User for the payment order; 

• Maximum time for the execution of the payment; 

• Charges, interest and exchange rates. 

In the case of framework contracts, PSP shall also provide information about: 

• Main characteristics of the payment service to be provided; 

• Means, manner and frequency of communications between intermediary and customer; 

• Safeguards and corrective measures; 

• Duration of the framework contract and right of User to terminate the contract; 

• Complaints and arbitration proceedings before Banking and Financial Ombudsman (in 

Italian, “Arbitro Bancario Finanziario” or “ABF”). 

The PSP must also make available Users in its offices and its website the user-friendly leaflet 

on consumer rights in the field of e-payment services issued by the European Commission 

based on Directive (EU) 2015/2366, the Practical Guide on the Banking and Financial 

Ombudsman and the other practical guides issued by Bank of Italy. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

As for the information which must be supplied to customers, in the same way the 

Consolidated Law on Banking - TUB and Supervisory provisions issued by Bank of Italy 

establish also that PSP are subject to the specific rules provided for all financial 

intermediaries on the form of contracts, that subject to exceptions have to be drawn up in 

writing and a copy has to be given to customers on paper or on another durable medium. 

Electronic signature is allowed but only within the limits established by Italian law: it must 

be a digital or another type of qualified electronic signature which, in any case, must 

guarantee the security, integrity and immutability of the document and, in a unequivocal 

way, who is its author. Therefore, simply clicking on a website is not sufficient to conclude 

an e-payment contract. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

In compliance with PSD2, rules to protect the transparency of, in general, banking services 

and, specially, payment services laid down by the Consolidated Law on Banking - TUB and 

the Supervisory Provisions of the Bank of Italy are mandatory for consumers. 

PSPs must publish on their website and make available to consumers user-friendly electronic 
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leaflet on consumer rights in the e-payment sector issued by the European Commission 

based on Directive (EU) 2015/2366. 

Furthermore, if consumer must open a payment account with the PSP for the execution of 

an e-payment service, all the documents intended for the consumer (advertisements, 

information, contracts, and communications) must adopt the standardized terminology 

approved by UE Commission and specific information papers are to be provided to Users. 

Finally, for e-payment services that provide for the possibility of granting credit to 

consumers, such as for revolving payment cards, PSPs must also comply with the specific 

Italian rules of consumer credit regarding information and specific documents to be 

provided by PSPs to Users, the minimum mandatory content of the contracts and contractual 

communications. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

The Italian rules on consumer credit basically reproduced the structure and text of the PSD2. 

Please refer, therefore, to the European Union Section. 

As for the BNPL model, it has only recently been introduced in Italy, therefore transactions 

are still low and the diffusion of this type of solution is not widespread but in recent years it 

has been growing quickly and is achieving one of the highest growth rates in Europe. 

The BNPL formulas most used in Italy by the main operators are the offer of deferred 

payments for online purchases: 

• In a few (usually three) interest-free monthly instalments, to be paid by debit or credit 

card, or 

• In several instalments (usually 24-36) at the ordinary interest rate, to be paid through the 

payment account indicated by the user (a credit card or a banking account) or by using 

capital provided by other clients of the PSP. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

In Italy, for all controversies between customers and banks and financial intermediaries 

(including e-payment services) for an amount of money not exceeding € 100,000, Users 

could file a claim before ABF, an independent body composed by members selected by Bank 

of Italy, associations representing financial intermediaries and associations representing 

customers (consumers and professional and/or companies). 

It is a decision-making alternative dispute resolution (ADR) proceeding which could be 

initiated by any User with minimal administrative costs (€ 20) and to which Banks and 

financial intermediaries are required by law to adhere.  

Given the highly technical nature of the matter, the assistance of a lawyer in proceedings 
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before the ABF is necessary, although not mandatory. 

Proceedings are carried out in written form (by filing one or more defence briefs) and may 

last a maximum of 270 days. 

Decisions, made according to the applicable law, may not be appealed and are not binding 

like judicial rulings, but the non-fulfilment of their prescriptions is published on the ABF 

website and could be evaluated by the Bank of Italy as Supervisory Authority; therefore, the 

voluntary compliance rate is very high. Anyway, regardless of whether the consumer has 

started arbitration proceedings before the ABF and of their conclusion, Users may bring the 

matter before the competent Court. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

EU rules on the protection of personal data provided for by Regulation (EU) 2016/679, better 

known as the General Data Protection Regulation (GDPR) apply to all Users who are natural 

persons. 

Therefore, also personal data of Users of payment are subject to the following principles: 

• Lawfulness, fairness, and transparency: any processing of personal data should be lawful 

and fair. It should be transparent to individuals that personal data concerning them are 

collected, used, consulted, or otherwise processed and to what extent the personal data are 

or will be processed; 

• Purpose Limitation: personal data should only be collected for specified, explicit, and 

legitimate purposes and not further processed in a manner that is incompatible with those 

purposes; 

• Data Minimisation: processing of personal data must be adequate, relevant, and limited 

to what is necessary in relation to the purposes for which they are processed; 

• Accuracy: Controllers must ensure that personal data are accurate and, where necessary, 

kept up to date; 

• Storage Limitation: personal data should only be kept in a form which permits 

identification of data subjects for as long as is necessary for the purposes for which the 

personal data are processed; 

• Integrity and Confidentiality: personal data should be processed in a manner that ensures 

appropriate security and confidentiality of the personal data, including protection against 

unauthorised or unlawful access to or use of personal data and the equipment used for the 

processing and against accidental loss, destruction or damage; 

• Accountability: finally, the controller is responsible for, and must be able to demonstrate, 

their compliance with all of the above-named Principles of Data Protection. 
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The PSD2 also specifically provides that: 

• Member States shall permit processing of personal data by PSPs when necessary to 

safeguard the prevention, investigation and detection of payment; 

•  PSPs may process Users' data only with the explicit consent of Users; 

• Any processing of personal data and the information to individuals about the processing 

of such personal data must be carried out in accordance with European rules on data 

protection. 

Finally, PSPs are required to adopt adequate mitigation measures and control mechanisms 

to manage operational and security risks. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

Potential criminal aspects related to e-payment in Italy are substantially the same as those 

highlighted for the European Union. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

Italy has strict laws on the control of currency deposits in banks. The mandatory guidelines 

of the Central Bank of Italy (Banca d’Italia, a member of the European Central Bank) require 

the reporting of all suspicious cash transactions and other activities, such as a third-party 

payment on an international transaction, on a case-by-case basis. 

Law 197/31 defined money laundering as a criminal offense when it relates to a separate, 

intentional felony offense. Italy has strict laws on the control of currency deposits in banks. 

Banks must identify their customers and record and report to Italy’s Financial Intelligence 

Unit (FIU), Italian Exchange Office (UIC), any cash transaction that exceeds approximately 

$15,000. The Bank of Italy’s mandatory guidelines require the reporting of all suspicious cash 

transactions and other activity, such as a third-party payment on an international transaction, 

on a case-by-case basis. Italian law prohibits the use of cash or negotiable bearer 

instruments for transferring money in amounts in excess of $15,000, except through 

authorized intermediaries or brokers. 

Banks and other financial institutions are required to maintain records necessary to 

reconstruct significant transactions for ten years, including information about the point of 

origin of funds transfers and related messages sent to or from Italy. Banks operating in Italy 

must remit account data to a central archive controlled by the Bank of Italy. This archive was 

established for recordkeeping and financial oversight purposes, but has proven useful for 

tracking money laundering. A "banker negligence" law makes individual bankers responsible 

if their institutions launder money. The law protects bankers and others with respect to their 

cooperation with law enforcement. 
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Italy’s Operating Instructions for Identifying Suspicious Transactions requires financial 

intermediaries to provide their employees with AML training. Reports on training must be 

submitted annually to the intermediary’s Board of Directors 
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1.3 The Netherlands 
 

 

1. Are there any regulations in your country covering e-

payment services? Are there any regulatory / supervisory 

Authorities on the matter and, if so, which are they? 

The Netherlands, as an EU Member State, is subject to 

European regulation as primary legislation on this matter. 

In the Netherlands, the Financial Supervision Act (Wft) 

covers the subject of e-payment services. De Nederlandsche 

Bank (DNB) is the supervising authority on this matter.  

Furthermore, there is a section in the Dutch Civil code 

(Burgerlijk Wetboek 7) which deals with the relationship 

between e-payment service users and e-payment service providers.  

The Sitchting Authoriteit Financiële Martken (AFM) deals with the supervision of this 

legislation.  

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

It is prohibited to conduct the business of a payment service provider without a license from 

DNB. The prohibition is included in Section 2:3a of the Financial Supervision Act (Wft). The 

licensing requirement and supervision of payment service providers is based on the 

European Payment Services Directive (2007/64/EC). The prohibition relates to services to 

payment service users whereby the payment service provider for or to customers: operates 

payment accounts, transfers money, deposits or withdraws money, and/or payment 

instruments are issued or accepted. This always concerns services to clients who are also 

end-users. That is, services provided to the payer and/or the payee. The payment service 

provider plays an intermediary role in this. 

3. Which e-payment services are allowed in your country? [Please provide exhaustive list 

and / or some examples] 

The Wft distinguishes seven types of payment services. These can occur independently or in 

combination with each other. The payment services are listed in the appendix to the 

European Payment Services Directive (2007/64/EC). This concerns the following payment 

services: 

• Services offering the option of placing cash in a payment account as well as all operations 

required to operate a payment account: this concerns the service offering the option of 

placing cash (coins or banknotes) on a payment account with the provider of this service. A 
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company that has a payment account as a product in which cash can be deposited into that 

account, offers this service; 

• Services offering the option of withdrawing cash from a payment account as well as all 

operations required to manage a payment account: this service concerns the option of 

withdrawing cash or bank transfer money that is held on a payment account with the service 

provider. A company that has a payment account as a product with a payment instrument 

(such as a debit card) with which cash can be withdrawn from that account, offers this service; 

• Execution of payment transactions, including transfers of funds, on a payment account 

with the user's payment service provider or with another payment service provider: this 

payment service concerns the execution of payment transactions, that is to say: the 

execution of an order to transfer, deposit or withdraw money from a payment account. It 

does not matter whether it concerns a payment account with the provider of this service or 

a payment account with another payment service provider; 

• Execution of payment transactions where the funds are covered by a credit line provided 

to the payment service user: in principle, service 4 is the same as service 3, on the 

understanding that service 4 involves a credit line. This may include the situation in which 

the amount to be paid is advanced by the payment service provider or services relating to 

the operation of a payment account (service 1/2) on which overdrafts are permitted; 

• Issuance and/or acceptance of payment instruments: a payment instrument is a means or 

method by which an order for payment can be given. Debit cards and credit cards are 

examples of this. The instrument can be a physical object, such as a card, or a logical remote 

communication procedure, such as a password or 'TAN code'; 

• Money transfers: The provision of the 'money transfer' service is when, without opening 

an account, money is received from a payer for the sole purpose of transferring the 

corresponding amount directly to a payee or to another payment service provider that 

transfers the funds. to the ultimate beneficiary. Money transfers (or money transfers) are in 

practice mainly provided for the purpose of transferring money to beneficiaries abroad, 

especially to countries with a less developed banking system and where the use of bank 

accounts is less common. Money transfers are also used for unexpected urgent payments; 

• Execution of payment transactions where the payer's consent to a payment  transaction 

is communicated by means of a telecommunications, digital or IT instrument and the 

payment is made directly to the operator of the telecommunications services, IT system or 

network, acting solely as intermediary between the payment service user and the person 

supplying the goods or providing the services: This service only relates to payment services 

provided by a telecommunications, IT or network operator. Examples of such operators are 

a telecom provider, a cable operator or an internet provider. 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In compliance with the European rules (PSD2) art. 59e BGfo Wft contains a long list of 

information and conditions that the payment service provider must make available to the 
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payment service user in advance (i.e. before the payment service is offered) (Article 7:516 of 

the Dutch Civil Code).  

The list contains 30 different types of information, among which the main are: 

• A description of the main features of the payment service to be offered; 

• The maximum execution time for the payment services offered; 

• The detailed information or the unique identifier provided by the payment service 

provider so that a payment order can be correctly initiated or executed; 

• The secure procedure according to which the payment service provider notifies the 

payment service user of suspected or actual fraud and of security threats. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

E-payment service contracts are governed by so called framework agreement.  

This framework agreement is in art. 7:514 preamble and under (o) BW defined, in compliance 

with the European rules (PSD2), as the 'agreement governing the execution of separate and 

successive payment transactions and which may include the obligations and conditions for 

the opening of a payment account'. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

The Dutch regime is divided into a scheme for:  

• Consumers and  

• Payment service users who are not consumers.  

All provisions of Title 7B, Book 7 of the Dutch Civil Code and the regulations of the BGfo Wft 

apply in full to consumers and as a rule it is not possible to deviate from them.  

Under art. 7:550, first paragraph and 7:551 first paragraph of the Dutch Civil Code, it is 

stipulated in this regard that the provisions of Title 7B and the regulations of the BGfo Wft 

cannot be deviated from to the detriment of the payment service user, unless stipulated 

otherwise. 

In many cases the regulations are therefore mandatory in nature, although in a number of 

cases there are rules of regulatory law. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

E-payment services providers are allowed to grant credit if they have a license, as mentioned 

in the point 4 under question 3. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 
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In the Netherlands, the regular courts deal with disputes involving e-payment services.  

For e-payment services, there are no particular mediators. 

However, the users agreement or terms & conditions of the e-payment services provider 

can dictate that a dispute will be resolved by an intermediary, the Financial Department of 

the provider or the e-payment services provider himself.  

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

The Netherlands, as an EU Member State, is subject to European regulation as primary 

legislation on this matter; therefore, the privacy protection rules provided for by the 

European GRDP and the new European Payment Services Directive 2 (PSD2), entered into 

force in 2019, directly apply in the Netherlands.  

Parties that offer these new payment services need access to the payment account for this. 

Because it is important that the privacy of the account holder remains guaranteed, the Dutch 

Data Protection Authority (AP) monitors the most important privacy provisions in the new 

legislation. 

PSD2 introduced additional security requirements for all payment service providers. 

Companies that want to offer the new innovative services must be in possession of a license 

and come under supervision. In the Netherlands, this license must be requested from De 

Nederlandsche Bank (DNB). For example, DNB tests new providers in advance for reliability 

and the quality of data security. 

Parties that offer these new payment services need access to the payment account for this. 

Because it is important that the privacy of the account holder remains guaranteed, this has 

been explicitly included in the implementation of the guideline.  

For example, the Dutch Data Protection Authority (AP) monitors the most important privacy 

provisions in the new legislation. Providers of new payment services must also comply with 

the General Data Protection Regulation (GDPR). If this law is violated, the AP can impose 

hefty fines. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

Money laundering is described – simply stated – in article 420bis Sr as the concealment of 

the origin of objects, or the acquisition, possession, transfer or use of objects with the 

knowledge that they originate directly or indirectly from any crime. 

Since September 1, 2006, the Computer Crime Act II in effect. This enshrines punishable 

behaviour in the Dutch Criminal Code (Sr) and the investigative powers in the Code of 

Criminal Procedure (Sv).  
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The Criminal Code determines in which cases people or legal entities can be punished 

imposed. Among other things, the Criminal Code states the following behaviour as 

punishable for cybercrime: 

• Intruding into an automated work (Computer trespassing) (art. 138ab, paragraph 1); 

• Penetrating an automated work and subsequently copying data (art. 138ab, paragraph 2); 

• Penetrating an automated work via a public telecommunications network and then on 

hacking (art. 138ab, paragraph 3); 

• Obstructing access to an automated work (art. 138b). 

Abuse of e-payment services can fall under cybercrime.  

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

There are four supervisory bodies in the Netherlands for the supervision of the rules 

concerning e-payments and thus for making sure no crime inherent to e-payment are 

committed.  

• DNB is a prudential supervisor. It grants licenses to banks, payment institutions and 

electronic money institutions. In addition, DNB monitors, among other things, the 

financial position of banks, payment institutions and electronic money institutions, secure 

access to payment accounts, risk management and authentication (the way in which you 

identify yourself to the bank and give permission for access to the account); 

• The Authority for Consumers and Markets (ACM) monitors access to payment systems, 

payment account services and the fees for the use of payment instruments; 

• The Netherlands Authority for the Financial Markets (AFM) supervises the provision of 

information by payment service providers. The AFM monitors how payment service 

providers treat their customers; 

• The Dutch Data Protection Authority (AP) supervises the processing of personal data.  

The supervisors have made mutual agreements and cooperate as much as possible. The 

agreements between the AFM and DNB and the AP and DNB are laid down in cooperation 

covenants and protocols.
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                                          1.4 Finland 

 

1. Are there any regulations in your country covering e-payment 

services? Are there any regulatory / supervisory Authorities on the 

matter and, if so, which are they? 

Finland, as an EU Member State, is subject to European regulation as 

primary legislation on this matter. 

The main laws relating to e-payment services are: 

• Act on Payment Institutions (297/2010); 

• Act on Payment Services (290/2010); 

• Act on the Activities of Foreign Payment Institutions in Finland 

(298/2010); 

• Act on Preventing Money Laundering and Terrorist Financing (444/2017); 

• Act on Bank and Payment Account Monitoring System (571/2019).  

The Finnish Financial Supervisory Authority (FSA) is the key regulatory authority responsible 

for the financial services sector, governed by the Finnish Act on the Financial Supervisory 

Authority (878/2008).  

Regional State Administrative Agencies are responsible for a minor area of the financial 

sector, governed by the Finnish Act on Regional State Administrative Agencies (896/2009).   

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

E-payment services or any payment services can be provided in Finland only by authorised 

payment institutions or entities. However, there is an exception to the requirement of 

authorisation. Payment services, other than ones for the provision of issue of electronic 

money, can be provided without an authorisation, if total value of completed transactions 

by natural persons does not exceed an average of EUR 50,000 a month over a period of 12 

months. For legal persons, the maximum amount is an average of EUR 3 million a month.  

The FSA must be still notified before beginning provision of the service. The service provider 

must have its head office in Finland and a permanent place of business. A natural person 

cannot be authorised as a payment institute. Shareholders and founders must be deemed 

reliable to get authorisation for the provider. A payment institution shall record, in a reliable 

manner, the business transactions relating to electronic money or other payment services. 

The payment institution must establish an efficient risk management system. At least 75% 

of the Tier 1 capital shall be Common Equity. 
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3. Which e-payment services are allowed in your country? [Please provide exhaustive list and 

/ or some examples] 

Payment services allowed in Finland are: 

• Online banking; 

• Digital wallets; 

• Mobile payment services; 

• Electronic bank card payment services; 

• Contactless payment services; and  

• Payment services utilising tokenization (a technique that allows making a payment using 

an algorithmically generated number, instead of having to disclose any banking or credit 

card details). 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In compliance with the European rules (PSD2) and Act on Payment Services, payment service 

providers have to provide: 

• Their business name; 

• Address, contacts; 

• Business ID; 

• The name and contacts of the supervising authority; 

• Details of the main functions of the service; 

• Rights of the User; 

• Expenses; 

• Terms of use of the service; and 

• Cancellation of the service contract to the User.  

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

Generally, e-payment service contracts should contain at least main characteristics of the 

payment service to be provided, the fee for the use of the service, duration and termination 

clause of the contract and dispute procedure. 

Under the Act on Payment Services, unreasonable terms or ones that do not fall within the 

scope of payment services activities are not allowed. It is specified that a contract term is 

always unreasonable, if it requires the acquisition or use of goods, services or other 

commodities outside the scope of the payment service activities to an extent that is 
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inappropriate from the point of view of the customer, or if the right of the customer to 

conclude contracts with another entrepreneur is restricted. 

6. Are there particular protections in favour of the consumers as Users of e-payment services 

(retail customers)? 

According to the Finnish Act on Payment Services, the User of payment services is allowed 

to terminate the general agreement immediately if not agreed otherwise, and the payment 

service provider has to give at least a 2-month term of notice before termination of the 

general agreement.  

Additionally, under the Act, discriminatory requirements cannot be imposed for the use of 

the service, and the provider is not allowed to give misinformation to the User concerning 

the service. Relevant information has to be disclosed to the customer, such as service price, 

contract terms and customer rights before closing of the contract. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

In Finland, granting credit is allowed but only if the credit is ancillary to the payment services 

and the credit is granted from funds other than those received or held for the purpose of 

executing payment transactions.  

If the credit is provided from another EAA country, the credit shall be repaid within at most 

12 months. This includes deferred payments. 

Considering the buy now, pay later (BNPL) formula and other deferred payment plans, the 

maximum interest rate is 20 %. There is no legal obstacle in Finnish law for payment service 

providers to grant interest-free credit in the form of deferred payments. However, this is rare 

and generally the service providers utilising the BNPL formula charge an interest close to the 

maximum rate. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

Under the Act on Payment Services, the payment service providers must have effective 

procedure to process complaints made by service Users relating to the Users’ legal rights 

and obligations.  

The only official dispute resolution mechanism in Finland, concerning e-payment service 

matters, is a trial in a general court. No other instance (but the general court) has an authority 

to solve disputes with binding effect, unless agreed upon arbitration by the parties. 

The Consumer Disputes Board is an available alternative mechanism concerning disputes 

between the Users and service providers, but the Board’s statements are 

recommendations/opinions only.  
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9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

Finland, as an EU Member State, is subject to European regulation as primary legislation on 

this matter. If Users of e-payment services are natural persons, therefore, the privacy 

protection rules provided for by the European GDPR directly apply. Finland has also passed 

the Data Protection Act in 2019. 

In compliance with the Data Protection Act of Finland, payment service providers have a 

secrecy obligation concerning the user’s private data.  

Under the Act on Payment Services, the payment service provider must assure that any 

personal information of the user is solely given to the receiver of the payment, and only with 

the permission of the user.  

Additionally in compliance with the Act, the provider cannot use, attain or store any of the 

user’s data, except data used for provision of the service, specifically permitted for use by 

the service user. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

With payments being made online there are certain risks that come with it. The threats to 

the user include at least fraud and identity theft. When your personal information is handled 

or processed online even when secured by the service provider, there is still cases in which 

criminals are stealing user data for illegal use using different types of hacking techniques. 

There is also the possibility of fraudulent activity by Internet users pretending to operate an 

e-payment service in order to scam funds from consumers.  

In a larger scale, the criminal threats concerning e-payments are money laundering and 

terrorist financing. Banks have measures against this and have to monitor client activity. 

However, sometimes illegal activity is still left undetected or the service providers are not 

acting according to their duty. For example, in 2020 it was detected that suspicious money 

transfers worth approx. 150 million had been done via online systems of a Finnish banking 

group and the transfers had not been reported to the authorities accordingly.  

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect Users? 

There is a Financial Intelligence Unit within the National Bureau of Investigation which duties 

include detecting and preventing money laundering and terrorist financing.  

Payment service providers have an obligation to identify customers and verify their identity, 

and to monitor and obtain information on customers’ transactions. Strong identification 

must be used when electronic payments are made. Beneficial owners shall be identified as 

well, and their identity verified if necessary.  
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Records shall be kept of customer due diligence data in a secure manner for a period of five 

years following the end of regular customer relationships. Additionally, providers have an 

obligation to report suspicious transactions to the Financial Intelligence Unit.  

A transaction is allowed to be suspended for further inquiries if it is suspicious, or if it is 

suspected that the transferred assets are used for terrorist financing.  

Detected fraud has to be also reported to the Financial Supervisory Authority and affected 

Users of the payment service.  

Banks have the duty to reimburse unauthorised payment transactions to the customer, if the 

customer has acted in due care and reported the unauthorised payment.
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                                                  1.5 Cyprus 

 

1. Are there any regulations in your country 

covering e-payment services? Are there any 

regulatory / supervisory Authorities on the 

matter and, if so, which are they? 

European laws are applicable either with 

direct effect or via transposition to Cyprus 

law. 

The main laws related to e-payments are: 

• Directive (EU) 2015/2366 of the 

European Parliament and of the Council of 25 November 2015 on payment services in the 

internal market (PSD2), which replaced Directive 2007/64/EC of the European Parliament and 

of the Council of 13 November 2007 (PSD). This is transposed into Cyprus Law via the 

Payment Services and Access to Payment Systems Laws of 2018, PS Law, (as amended); 

• Directive 2009/110/EC of the European Parliament and of the Council of 16 September 

2009, on the taking up, pursuit and prudential supervision of the business of electronic 

money institutions (EMD). This is transposed into Cyprus Law via the Electronic Money Laws 

of 2012 (as amended); 

• Regulation (EC) No 924/2009 of the European Parliament and of the Council of 16 

September 2009 on cross-border payments in the Community, as amended by Regulation 

(EU) 2019/518 of the European Parliament and of the Council of 19 March 2019 – this has 

Direct Effect; 

• Regulation (EU) No 2015/751 of the European Parliament and of the Council of 29 April 

2015 on interchange fees for card-based payment transactions – this has Direct Effect– this 

has Direct Effect; 

• EU Commission’s Delegated Regulation (EU) 2018/389 of 27 November 2017 

supplementing Directive (EU) 2015/2366 of the European Parliament and of the Council with 

regard to regulatory technical standards for strong customer authentication and common 

and secure open standards of communication- this has Direct Effect. 

The Cyprus institutions directly or indirectly involved is:  

The Central Bank of Cyprus is designated as the competent authority of the Republic of 

Cyprus responsible for the authorisation and prudential supervision of the payment 

institutions PSPs and EMIs in Cyprus.  

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

https://www.centralbank.cy/en/legal-framework/licensing-supervision/legislation/legislation-on-electronic-money-institutions/the-electronic-money-law-2012
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With few minor exceptions, e-payment services can be provided within EU only by a payment 

service provider (PSP, a legal person such as credit institutions, electronic money institutions, 

post office giro institutions, payment institutions, the ECB and national central banks or 

Member States or their regional or local authorities when not acting in their capacity as 

public authorities, or a natural or legal person benefiting from an exemption pursuant to 

Article 32 or 33) that has been granted authorisation to provide and execute payment 

services throughout the Union. So, the norm is that prior authorisation is required (art. 11 of 

the PS Law).  

Moreover, any authorised PSP in Cyprus can provide payment services in a Member State 

other than its home Member State (Cyprus), in the exercise of the right of establishment or 

the freedom to provide services, upon notice to the competent authorities in its home 

Member State. 

There are specific corporate requirements established for PSP contained in the set of 

information that must be supplied together with the applications for authorization, as well 

as other following requirements relating to control of the shareholding, initial capital, own 

funds. 

In addition, the PS Law requires that the payment institutions which provide payment 

services as referred to in points (1) to (6) of Annex I (see answer 3 below) to safeguard all 

funds which have been received from the payment service users or through another 

payment service provider for the execution of payment transactions, in either of the 

following ways: 

(a) The funds shall not be commingled at any time with the funds of any natural or legal 

person other than payment service users on whose behalf the funds are held and, where 

they are still held by the payment institution and not yet delivered to the payee or transferred 

to another payment service provider by the end of the business day following the day when 

the funds have been received, they shall thereafter be deposited in a separate account in a 

credit institution or invested in secure, liquid low-risk assets as defined by the Central Bank 

by issuing directives and in the interest of the payment service users against the claims of 

other creditors of the payment institution, in particular in the event of insolvency;  

(b) Funds shall be covered by an insurance policy or some other comparable guarantee from 

an insurance company or a credit institution, which does not belong to the same group as 

the payment institution itself, for an amount equivalent to that which would have been 

segregated in the absence of the insurance policy or other comparable guarantee, payable 

in the event that the payment institution is unable to meet its financial obligations.  

Where a payment institution is required to safeguard funds under paragraph 1 and a portion 

of those funds is to be used for future payment transactions with the remaining amount to 

be used for non-payment services, that portion of the funds to be used for future payment 

transactions shall also be subject to the requirements under subsection (1).  
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Where under subsection (2) portion of funds is variable or unknown in advance, the Central 

Bank of Cyprus may allow payment institutions to apply subsection (2) on the basis of a 

representative portion assumed to be used for payment services provided such a 

representative portion can be reasonably estimated on the basis of historical data to the 

satisfaction of the Central Bank of Cyprus.  

3. Which e-payment services are allowed in your country?  

Annex 1 of the PS Law, enlists the below Payment Services: 

• Services enabling cash to be placed on a payment account as well as all the operations 

required for operating a payment account; 

• Services enabling cash withdrawals from a payment account as well as all the operations 

required for operating a payment account; 

• Execution of payment transactions, including transfers of funds on a payment account 

with the user’s payment provider or with another payment service providers); 

• Execution of direct debits, including one-off direct debits; b) execution of payment 

transactions through a payment card or a similar device; c) execution of credit transfers, 

including standing orders; 

• Execution of payment transactions where the funds are covered by a credit line for a 

payment service users) Execution of direct debits, including one-off direct debits; b) 

execution of payment transactions through a payment card or a similar device; c) execution 

of credit transfers, including standing orders; 

• Issue of payment instruments and/or acquiring of payment transactions;  

• Money remittance; 

• Payment initiation services; 

• Account information services. 

E-payment services, therefore, range from traditional payment instruments used online to 

more innovative services such as payments via mobile phones and tablets, contactless cards 

and solutions based on mobile phones or tablets using near field communication technology 

(so-called NFC) to enable payment by tapping the devices on a contactless payment 

terminal. 

Authorised PSPs are also entitled to execute operational and closely related ancillary services 

such as ensuring the execution of payment transactions, foreign exchange services, 

safekeeping activities, and the storage and processing of data. 

E-payment rules instead do not apply to payment transactions made exclusively in cash and 

other paper-based payment transactions (as cheques, drafts, vouchers, traveller’s cheque 

etc.), as well as professional physical transport of banknotes and coins, payments related to 

securities asset servicing and other services provided for by art. 3 of PSD2 (art. 18 of the PS 
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Law).  

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In the interest of transparency, Title III of PSD2 (Transparency of conditions and information 

requirements for payment services, art. 38-60 of PSD2 transposed into PART III of the PS 

Law) lays down the harmonised requirements needed to ensure that necessary, sufficient, 

and comprehensible information is given to Users with regard to the payment service 

contract and payment transactions, with a derogation from information requirements for 

low-value payment instruments and electronic money. If the User is not a consumer, PSP 

and User may agree that rules on transparency shall not apply in whole or in part. 

The basic principle is that the Users must be informed, before being bound to an e-payment 

contract or offer, of the identity and contact details of the PSP, of any costs or charges borne 

by the User and of the competent authority in the country where the payment transaction 

is executed. After the operation (or periodically, in the case of framework contracts), PSPs 

will provide Users with a certain identification of the operation and details of the costs 

incurred. 

For payments made under a framework contract, PSPs must also inform Users on the main 

contractual rights and obligations such as, for example, changes to and termination of the 

framework contract. 

Under art. 40 of the PS Law, no expenses can be charged to users for information duties to 

be provided by PSPs (unless PSPs and users have agreed on a more frequent supply or with 

tools other than those provide for in the contract). Where the payment service provider may 

impose a charge for information, the charge shall be appropriate and in line with the 

payment service provider’s actual costs. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

Since framework contracts and the payment transactions are more common than single 

payment transactions, in case of a payment account or a specific payment instrument it is 

necessary a framework contract. 

Under CHAPTER 3 of the PS Law, Framework contracts must include all information and 

conditions which must be provided to User before signing a contract: information on PSP, 

on use of the payment service (e.g., main characteristics, procedure for giving consent to 

initiate or execute an e-payment, maximum execution time for e- payment, spending limits), 

on charges, interest and exchange rates, on means of communication and frequency of 

information provided, on safeguards and corrective measures and on changes to, and 

termination of, the framework contract. 

At User request and at any time during the contractual relationship, PSPs must provide 
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contractual terms of the framework contract on paper or on another durable medium. 

6. Are there particular protections in favour of the consumers as users of e-payment services 

(retail customers)? 

Consumer protection is at the heart of EU laws on e-payment services and PSD2 expressly 

aims to better protect consumers against fraud, abuse, and payment problems and 

strengthen consumer rights. 

Consumers are the main beneficiaries of transparency of conditions and information 

requirements which we examined in the previous questions 4 and 5 and of Rights and 

obligations in relation to the provision and of the detailed rules for the execution of payment 

services at each stage, provided for by Title IV of PSD2 (Art. 61-103), which could be 

extended to microenterprises by single Member States and to non-consumer parties upon 

their choice. 

As for the rule on execution of e-payments, PSD2 specifies when and how consent to 

payment transactions must be given or revoked, the methods and terms in which a PSP must 

perform an e-payment as well as the liability in cases of non-execution, inaccurate or late 

execution of payment transactions and unauthorized payments. 

If the e-payment service provides for the granting of credit to consumers (as, for example, 

in the case of revolving credit cards), the rules set by the Consumer Credit Directive (Directive 

2008/48/EC or “CCD”) also apply, which is transposed into Cyprus Law via the Consumer 

Credit Law 106(I) of 2010 (as amended). 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

Under art. 18(5) of the PS Law, only PSPs which are authorized to execute e-payments where 

the funds are covered by a credit line for a User or to issue payment instruments may grant 

credits but only when credit is accessory and granted exclusively in relation to the execution 

of a payment transaction, it is repaid within a short period which in no case exceeds 12 

months (except for credits granted by credit card), it is not granted using funds received or 

held by PSP for executing e-payments and PSP’s own funds are adequate with respect to 

the overall amount of credit granted. 

Furthermore, the provisions of the CCD are applicable to the credits granted by the PSPs to 

consumers, except for credit agreements: 

• Of less than EUR 200 and more than EUR 75,000; 

• In the form of an overdraft facility and where the credit must be repaid within one month; 

• That do not involve interest payments or other costs; 

• Which must be repaid within three months and only insignificant charges are payable; 

and 



Cyprus 

41  

• Other specific credit agreements listed by Art. 2 of CCD. 

This means that if PSP intends to grant credits, also according to BNPL (Buy Now Pay Later) 

model, must obtain authorization to execute e-payments from a credit line granted to User 

or to issue e-payments instruments and, if the loan is greater than EUR 200 or is charged by 

interests, also be compliant to rules on advertising, pre-contractual information, and 

conditions to be included in credit agreements provided for by CCD.  

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

The Alternative dispute resolution for consumers N.85(I)/2017 transposes into national law  

Directive 2013/11/EU of the European Parliament and of the Council of 21 May 2013. This 

aims to help consumers resolve contractual disputes with traders when they have a problem 

with a product or service that they have bought. Under the ADR Law, there are various private 

ADR service providers.  

The Financial Ombudsman of the Republic of Cyprus is a public body established by law to 

offer out of court dispute resolution for clients of financial institutions (including PSPs and 

EMIs) http://www.financialombud-

sman.gov.cy/forc/forc.nsf/page08_en/page08_en?OpenDocument. As with all third 

generation ombudsman schemes: (i) Filling a complaint is easy and may be done on-line; (ii) 

Representation by a lawyer is not required; (iii) the procedure is simple and much quicker 

compared to court law suits (maximum 6 months by law); (iv) filling a complaint is much 

cheaper compared to a law suit – the complainant pays a fee of 20 euros. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

The EU rules on the protection of personal data provided for by Regulation (EU) 2016/679, 

better known as the General Data Protection Regulation (GDPR), apply to all Customers who 

are natural persons. 

Under the GDPR, the following principles apply: 

• Lawfulness, fairness, and transparency: any processing of personal data should be lawful 

and fair. It should be transparent to individuals that personal data concerning them are 

collected, used, consulted, or otherwise processed and to what extent the personal data are 

or will be processed; 

• Purpose Limitation: personal data should only be collected for specified, explicit, and 

legitimate purposes and not further processed in a manner that is incompatible with those 

purposes; 

• Data Minimisation: processing of personal data must be adequate, relevant, and limited 

to what is necessary in relation to the purposes for which they are processed; 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013L0011
http://www.financialombudsman.gov.cy/forc/forc.nsf/page08_en/page08_en?OpenDocument
http://www.financialombudsman.gov.cy/forc/forc.nsf/page08_en/page08_en?OpenDocument
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• Accuracy: Controllers must ensure that personal data are accurate and, where necessary, 

kept up to date; 

• Storage Limitation: personal data should only be kept in a form which permits 

identification of data subjects for as long as is necessary for the purposes for which the 

personal data are processed; 

• Integrity and Confidentiality: personal data should be processed in a manner that ensures 

appropriate security and confidentiality of the personal data, including protection against 

unauthorised or unlawful access to or use of personal data and the equipment used for the 

processing and against accidental loss, destruction or damage; 

• Accountability: Finally, the controller is responsible for, and must be able to demonstrate, 

their compliance with all of the above-named Principles of Data Protection. 

The PSD2 and the national Law also specifically provide that: 

• Member States shall permit processing of personal data by PSPs when necessary to 

safeguard the prevention, investigation and detection of payment; 

•  PSPs may process Users’ data only with the explicit consent of Users; 

• Any processing of personal data and the information to individuals about the processing 

of such personal data must be carried out in accordance with European rules on data 

protection. 

Finally, PSPs are required to adopt adequate mitigation measures and control mechanisms 

to manage operational and security risks. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

Innovative methods for electronic cross-border funds transfer are emerging globally. These 

new payment tools include extensions of established payment systems as well as new 

payment methods that are substantially different from traditional transactions.  

New payment methods raise potential concerns in relation to money laundering and 

terrorist financing because criminals can adjust quickly to exploit new opportunities. The 

ease of moving e-money is convenient for both legitimate and illegitimate purposes 

including money laundering through e-money.  

Other forms of cyberattacks faced by e-payment service organisations include, among 

others, Phishing, Distributed Denial of Service (DdoS), exploits of vulnerability and spam as 

the main attack vectors.  

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

In Cyprus, Law13(I)/2021 entered into force in February 2021, which harmonises the Cyprus 
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law with Directive (EU) 2015/849, the fifth AML EU Directive. 

Under the AML Law, as an obliged entity EMIs and PIs needs to apply adequate and 

appropriate policies, controls and procedures, which are proportionate to its nature and size, 

so as to mitigate and manage the risks of money laundering and terrorist financing 

effectively, in relation to the following:  

• Customer identification and customer due diligence; 

•  Record-keeping; 

•  Internal reporting and reporting to the Autorities; 

• Internal control, risk assessment and risk management in order to prevent money 

laundering and terrorist financing; 

• Detailed examination of each transaction which by its nature may be considered to be 

particularly vulnerable to be associated with money laundering offences or terrorist 

financing and in particular complex or unusually large transactions and all other unusual 

patterns of transactions which have no apparent economic or visible lawful purpose; 

• Informing its employees in relation to: (i) the systems and procedures in accordance with 

paragraphs (a) to (e) above (ii) the Directives issued by the competent Supervisory Authority 

(iii) the European Union’s Directives on the prevention of the use of the financial system for 

the purpose of money laundering and terrorist financing and (iv) the relevant requirements 

for personal data protection; 

• Ongoing training of their employees in the recognition and handling of transactions and 

activities which may be related to money laundering or terrorist financing; 

• Risk assessment practices;  

• Compliance management; 

• Recruitment and assessment of employees’ integrity. 
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2. United Kingdom (UK) 
 

1. Are there any regulations in your country covering e-payment 

services? Are there any regulatory / supervisory Authorities on the 

matter and, if so, which are they? 

In the UK, e-payment services are governed by the Electronic 

Money Regulations 2011 (EMR 2011) and the Payment Services 

Regulations 2017 (PSR 2017).  

There are strict rules and restrictions for UK businesses providing 

payment services and/ or issuing e-money in the UK as a regular 

occupation or business activity. These businesses must be 

authorised or registered by the Financial Conduct Authority (FCA). 

Providers and operators of electronic payment systems are 

regulated by the FCA, the Prudential Regulation Authority and the Payment Systems 

Regulator.  

There are no specific rules or restrictions for digital businesses making use of electronic 

payment systems provided by other businesses.  

Relevant regulatory and supervisory authorities are:  

• FCA; 

• Competition and Markets Authority (CMA); 

• Payment Systems Regulator (PSR); 

• Financial Ombudsman (FO). 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

The PSR 2017 establishes a class of firms authorised or registered to provide payment 

services collectively referred to as PSPs in this document.  

The following types of firms will require authorisation or registration for their payment 

services activities, amongst others: 

• Money remitters; 

• Certain electronic communication network operators offering payment services; 

• Non-bank credit card issuers; 

• Merchant acquiring firms; 

• Payment initiation service providers; 
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• Account information service providers. 

PSPs must comply with strict conduct requirements and provide information that allows the 

accurate regulation of the business. Accordingly, a PSP must: 

• Be registered or authorised, unless exempt; 

• Meet the conduct of business requirements of the PSR 2017; 

• Provide annual reporting information, for example, details of the value of payment 

transactions; 

• Notification of any changes in the firm, for example, if it wants to vary the payment 

services it provides; 

• Ensure that its customers’ payments are secure and safe. 

When applying for authorisation or registration, an E-money PSP firm must provide: 

• What e-money services and payment services it wants to provide; 

• A business plan of who is responsible for providing the services, for example a    manager 

or an agent on its behalf, 

• Details of any person or firm with 10% or more of the capital or voting rights in your 

firm. 

The same type of requirements apply to PSPs generally. 

3. Which e-payment services are allowed in your country? [Please provide exhaustive list 

and / or some examples] 

The following types of firms will require authorisation or registration for their payment 

services activities, amongst others: 

• Money remittances; 

• Payment services offered by certain electronic communication network operators; 

• Issuing of non-bank credit card; 

• Acquiring of merchant firms for the acceptance of payment services; 

• Payment initiation services; 

• Account information services. 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

In good time before the contract is concluded or immediately after the execution of the 

transaction if the contract has been concluded at the customer’s request by means of 

distance communication, such as by telephone, where it is not practicable to provide the 

information beforehand), the PSP must provide the customer: 

• Details about the PSP; 
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• Details of the payment service(s) to be provided; 

• Charges and interest; 

• Transmission of information; 

• Information about safeguards and corrective measures; 

• Information about the length of the contract; 

• Variation of terms and termination; 

• Information on applicable law and disputes. 

This can be done by providing the customer with a copy of the draft contract. For distance 

contracts concluded online, PSPs must provide information beforehand. PSPs can achieve 

this by, for example, emailing the customer the terms of the framework contract. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

There are no prescribed forms or content, however, communication rules require that 

information provided must be made available in: 

• Easily understandable language and in a clear and comprehensible form; 

• English (or other agreed language); 

• In the case of single payment service contracts, in an easily accessible manner; 

• On paper or another durable medium where the customer requests this. 

No charges may be levied for providing any of this information.   

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

Consumers are protected through a process known as 'safeguarding.’ To safeguard properly, 

a PSP must either keep the consumer’s money separate from its own money, or protect it 

with an insurance policy or similar guarantee. This means that, if the PSP goes out of 

business, the consumer should get most of his money back. The type and level of protection 

depends on the type of service used by the consumer. Some small PSPs are exempt from 

safeguarding provisions.  

Money held with PSPs are not protected by the Financial Services Compensation Scheme 

which applys to UK-authorised banks, building societies or credit unions and provides a level 

of protection up to £85,000 per depositor. 

Surcharging is the practice of merchants/retailers charging a fee for using a particular 

payment instrument, e.g., a debit card, credit card, or e-money account such as PayPal. In 

the UK for most retail payments, merchants are prohibited from charging a fee in addition 

to the advertised price of a transaction on the basis of a consumer’s choice of payment 

instrument: the Consumer Rights (Payment Surcharges) Regulations 2012. 
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For other retail payments and most payments between businesses made with commercial 

payment instruments, merchants are prohibited from charging customers more than the 

direct cost borne by them for use of the relevant means of payment. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

Usage of “Buy Now Pay Later” (BNPL) products is rapidly increasing in popularity, with the 

volume of transactions tripling in 2020 as the pandemic drove online shopping taking total 

lending to £2.7bn.  

There are a range of PSPs that offer BNPL terms of credit. 

Presently PSPs providing credit (which not fully covered by UK credit rules) provide cannot 

charge backdated interest on amounts of money that have been repaid by the consumer 

during the BNPL offer period.  

The PSPs also have to provide clear information to consumers about BNPL offers. The 

information should be balanced and appropriately reflect the risks as well as the benefits of 

the product. The PSPs must give prompts to consumers, to remind them when the offer 

period is about to end, so that consumers are more likely to repay the credit before they 

incur interest. 

In February 2021, the UK government, in response to consumer protection concerns, 

announced plans to legislate to bring interest-free BNPL products under full supervision by 

the Financial Conduct Authority.  

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

The FCA Guidance is to make a complaint to a payment service provider or e-money issuer.  

Firms are meant to respond within 15 business days.  A final response cannot be more than 

35 business days from when the complaint was first received.  You can also contact the 

Financial Ombudsman Service.  The Financial Ombudsman Service will then make a decision.  

If someone is not happy with the decision, they can take the matter to court. 

There is also the Alternative Dispute Resolution for Consumer Disputes (Competent 

Authorities and Information) Regulations 2015 (as amended) which establishes a framework 

for accredited ADR entities dealing with small consumer claims and information that traders 

have to provide to consumers including e-payment service customers about access to ADR.  

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

The UK GDPR regime is comprised of two main pieces of legislation: 

• A version of the EU’s General Data Protection Regulation, Regulation (EU) 2016/679 (the 

EU GDPR) incorporated into UK law (with various amendments made by Brexit legislation) 
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following the end of the Brexit implementation (or ‘transition’) period at 11pm on 31 

December 2020 (Retained Regulation (EU) 2016/679, the UK GDPR); 

• The parts of the Data Protection Act 2018 that relate to general personal data processing, 

powers of the Information Commissioner and sanctions and enforcement, as amended 

by Brexit legislation following the end of the Brexit implementation period (the DPA 

2018). 

When considering the general processing of personal data, both the UK GDPR and the DPA 

2018 should be read together as both sets of provisions directly apply. By creating the UK 

GDPR regime, the UK generally preserves the core EU GDPR standards in UK domestic law 

such as the data protection principles, rights of data subjects and obligations for controllers 

and processors. 

The UK GDPR governs the processing of all personal data including e-payment service 

customers, and introduces legal obligations on data controllers and processors. 

Everyone responsible for using personal data has to follow strict rules called ‘data protection 

principles’. They must make sure the information is: 

• Used fairly, lawfully and transparently; 

• Used for specified, explicit purposes; 

• Used in a way that is adequate, relevant and limited to only what is necessary; 

• Accurate and, where necessary, kept up to date; 

• Kept for no longer than is necessary; 

• Handled in a way that ensures appropriate security, including protection against unlawful 

or unauthorised processing, access, loss, destruction or damage. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

The ease of moving e-money is convenient for both legitimate and illegitimate purposes 

including money laundering through e-money. Electronic money and payment institutions 

are set to benefit from the UK’s new money laundering legislation. The Financial Services Act 

2021 (FSA 2021) received royal assent on 29 April 2021. The Act concerns the UK’s financial 

services legislative framework and starts to look at how the UK will regulate financial services 

outside of the EU. The FSA 2021, which makes some changes to existing money laundering 

laws, forms part of a wider agenda envisaged by the UK government. The FSA 2021 includes 

changes to the money laundering provisions of the Proceeds of Crime Act 2002 to put e-

money and payment institutions on the same footing as deposit-takers when using 

exceptions to specific offences, and amending relevant provisions about the forfeiture of 

money to apply also to money held in accounts with e-money or payment institutions. The 

FSA 2021 extends also application of money laundering regulations to overseas trustees. 
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Other forms of cyberattacks faced by e-payment service organisations include, among 

others, Phishing, Distributed Denial of Service (DDoS), exploits of vulnerability and spam as 

the main attack vectors.  

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

The FCA expect all PSPs and e-money issuers to establish and maintain systems and 

controls to comply with their legal obligations relating to financial crime under the PSRs 

2017, and the EMRs and (where it is the supervisory authority) under the legislation 

referred to above. These systems and controls include appropriate and risk-sensitive 

policies and procedures to deter and detect financial crime and an organisational structure 

where responsibility to prevent financial crime is clearly allocated. Under the MLRs, PSPs 

and e-money issuers are required to demonstrate that they establish and maintain policies, 

controls and procedures to mitigate and manage effectively the risks of money laundering 

and terrorist financing. Appropriate policies and procedures are proportionate to the 

nature, scale and complexity of the PSP’s activities and enable it to identify, assess, monitor 

and effectively manage financial crime risk to which it is exposed. 

In identifying its financial crime risk, a PSP or e-money issuer should consider a range of 

factors, including (where they are relevant): 

• Its customer, product and activity profiles; 

• Its distribution channels; 

• The type, complexity and volume of permitted transactions; 

• Its processes and systems; and 

• Its operating environment. 

A PSP or e-money issuer must carry out risk assessment and to mitigate the risk of their 

products being used for money laundering or terrorist financing purposes. PSPs and e-

money issuers that provide payment or e-money services to merchants should consider 

whether any special risk mitigation measures are necessary for these customers. 
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3. Israel 

 

1. Are there any regulations in your country covering e-payment 

services? Are there any regulatory / supervisory Authorities on the matter 

and, if so, which are they? 

In Israel, the main laws relating to e-payment services are: 

• Paragraph 7D-7F of the Banking Law (Client Service)-1981 ("Banking 

law"); 

• The Debit Cards Law – 1986 (please note that this law refers both to 

credit cards and debit cards); 

• The Supervision of Financial Services (Regulated Financial Services) law 

– 2016 covers the regulation and supervision of e-payment. ("Supervision 

of Financial Services law"); 

• Bank of Israel regulations, July 2016 ("the regulations"); 

• The Payment Services Law - 2019, which covers all types of payments including e-payment 

from a client prospective. (Payment Services Law). 

Besides the regulations the Bank of Israel put out a call for proposals regarding payments 

with cell–phones in general and peer to peer payments specifically. It is worth bearing in 

mind that due to this there will most likely be policy and regulation changes in the future. 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

There are a number of e-payment services offered in Israel some are related to the banking 

industry, some are related to the credit card companies and some are independent. 

The Supervision of Financial Services Law states that the Finance Minister will appoint a 

supervisor that will be in charge of giving licenses to e-payment services providers. 

(Paragraph 2) 

The law also gives a list of criterions by which the supervisor should take into consideration. 

These criterions are as a general rule are to:  

1. Provide a reliable, safe and stable financial environment for providing such financial 

services; 

2. Protecting the clients; 

3. Increasing accessibility to these financial services;  

4. Promoting competition; 
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5. Encouraging innovation; (Paragraph 3). 

According to the law there is a registry of all types of e-payment services providers 

(Paragraph 4). No one is allowed to provide such services without a license (Paragraph 12). 

A basic license will be provided to any individual that does not have a criminal record and 

has the minimal equity capital (Paragraph 15). An extended license will be provided to a 

corporation that meets the conditions needed for a basic license and while the supervisor 

(who is the license provider) must also take into account the applicant's business plan, his 

financial ability and sources and the good of the public. 

Besides the aforementioned, the regulations state that an e-payment services provider that 

wants to join the operator (either directly or by joining a direct user) must: (1) Have legal 

authority to operate in the name of the people that he is providing the service to. (2) Follow 

the operator's rules. (3) Sign a contract with the operator.  

It is also important to mention that according to Paragraph 7D of the Banking Law it is 

forbidden for a bank to prevent another financial institution from providing clients with 

credit cards. Thus there is strong protection to e-payment services providers.     

3. Which e-payment services are allowed in your country? [Please provide exhaustive list 

and / or some examples] 

In Israel, there are not of e-payment services which are restricted in Israel.  

The most common e-payment services are: 

• Credit cards, 

• Electronic banking; and 

• Payment apps. 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

The Payment Services Law states that the e-payment services provider is obligated to inform 

the client of every essential detail of the extent, details, price and risks of this payment. He 

must also inform the client that he has an option to cancel the contract and how he can do 

so. (Paragraph 7) 

It is also worth mentioning that it is specifically forbidden to mislead the client in any way 

(including after the contract is signed).  

Misleading details relate to the following: The provider; the service; the method of payment; 

the time period of the contract including when it is renewed and what needs to be done to 

renew it; anything regarding timetables; payments; insurance conditions; revocations rights. 

(Paragraph 8)  
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However, it should be noted that while this information is provided as part of joining an e-

payment service, it is clear that costumers do not bother to read the information. As a result 

of that there is a public debate as to the efficiency of the present requirements. This is 

accelerated by the fact that many e-payment services are connected to the credit card 

companies with which the costumer is already engaged (as "add on" services), which is far 

from being independent. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

The Payment Services Law states that if the e-payment services provider is providing other 

services, he must separate the contracts. (Paragraph 3) 

The e-payment services provider's contract must include a simple and  concise discerption of 

the essential terms and they must be stated clearly and in one place. (Paragraph 7) 

It is worth noting that the law gives the Minister of Justice the authority to set regulations. 

Such regulations have not been set yet.  

However, a draft of such regulations has been prepared by the Ministry of Justice which sets 

the following regulations on such contracts: 

• An e-payment services provider must inform the costumer of all essential details of the 

agreement; 

• There is also a list of items which will always be considered essential details. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

The Payment Services Law states that the client must have access to the contract including 

any changes that are made. (Paragraph 4) 

A client has the right to end the contract at any time. (Paragraph 6) 

A client must be informed of any money transfers as well as any transfer orders received. 

(Paragraphs 12-13) 

The e-payment services provider shall take no commission and shall not be able to refuse a 

payment transfer for unreasonable motivations. If he does refuse he must notify the client 

in a reasonable time (Paragraphs 14-15) 

E-payment consumers are also beneficiaries of provisions related to information 

requirements and transparency of conditions which we examined in the previous questions 

4 and 5. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 
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In Israel, the e-payment services providers are allowed to grant credit, even offering BNPL 

formula. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

In Israel, Users of e-payment services could promote arbitration proceedings for the 

amicable resolution of a dispute with a provider of e-payment services. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

The Supervision of Financial Services Law states that no information of one client can be 

disclosed to another client (this does not refer to the lender).  

However, if the client gives permission, the e-payment services provider may publish their 

name. (Paragraph 38) 

Of course there are other privacy laws which may apply with the relevant adjustments.  

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

There are no specific potential criminal aspects related to abuse of e-payment services that 

are unique to Israel.  

However, the "regular" criminal offences will apply in the same manner, to the abuse of e-

payment services. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

The only penalty that relates specifically to crimes committed in this context is legislated 

under Paragraph 40 of the Payment Services Law.  

The paragraph states that stealing data related to e-payments may be punishable by 

imprisonment with a sentence between 3-5 years.  

There are additional penalty options under other criminal offences as mentioned above in 

question 10.  
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4. United States of America (USA) 

INTRODUCTION 

 

Since the start of the millennium, 

electronic transactions have exploded 

in popularity from a specialized niche 

industry to a common way people 

exchange money. This demand was 

amplified by the Covid pandemic as 

consumers sought contactless 

payment options. In the U.S. 

electronic payments are widely 

accepted, on par with cash and credit cards. This includes many peer-to-peer payment 

services, online and retail-adapted payment services.  

1. Are there any regulations in your country covering e-payment services? Are there any 

regulatory / supervisory Authorities on the matter and, if so, which are they? 

In the United States the existing laws and regulations on e-payments are evolving. Most of 

these laws were intended to apply to banking institutions and may or may not apply to non-

bank payment service providers. Because a lot of the laws are intended to protect consumers, 

some laws may apply only to the front (consumer) facing service providers, and may not 

apply to the back-end providers that focus on clearing, settlement, and processing of 

payments. 

In the United States, electronic payments are governed by the Financial Services 

Modernization Act, passed in 1999. The primary purpose of the act is to protect consumer 

privacy, and the act applies broadly to anyone who obtain a financial product or service from 

any financial institution, whether it is done online or through brick-and-mortar. The 

information protected by the act is the consumer’s non-public information, including name, 

address, income, age, and tax identification number.  

The primary enforcer of the act is the FDIC (the federal government agency that governs U.S. 

banks), but rules under this act have also been issued by the Federal Trade Commission (the 

so-called Red Flag Rules) and other agencies.  

FTC’s Red Flag Rules require banks and lenders that accept e-payments (including card-not-

present credit card transactions) to implement and identity theft prevention program that 

will be on the lookout for the “red flags” of identity theft.  
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Interestingly, most of the security protocols for e-payments are not government 

promulgated. Instead, most of the security measures were created and are enforced by the 

Payment Card Industry Security Standards Council. The Council is a coalition of major players 

in the financial services market, including American Express, Discover, JCB International, and 

Visa. 

Finally, a fast-growing aspect of e-payments is the issuance of non-bank e-money. Last year 

the United States issued the US STABLE Act, that proposes to regulate stable coins. 

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

All e-payment service providers are subject to extensive licensing under federal law, and 

under the laws of every state where they will operate.  

The licensing requirements are very cumbersome and expensive to comply with and serve 

as a significant deterrent for any new operator. 

On top of the e-payments laws and regulations, because all financial transactions in the 

United States run through fintech businesses, these businesses are subject to a myriad of 

federal and state regulatory and licensing requirements.  

At the federal level, fintech firms come under the jurisdiction of the Consumer Financial 

Protection Bureau and some under the jurisdiction of the Securities and Exchange 

Commission and/or the U.S. Department of Treasury’s Financial Crimes Enforcement 

Network. Businesses that are required to register with FinCEN must comply with the Bank 

Secrecy Act and various AML rules and regulations. 

Many fintech firms in the United States also need to seek licensing and registration in every 

single state that they operate in. At the end of 2020, 29 states have signed on to a multistate 

money services business licensing agreement, which streamlines the money transmitter 

licensing process. 

3. Which e-payment services are allowed in your country?  

The United States allows all conceivable variations of e-payments, including: 

• Card-not-present transactions; 

• Wire payments; 

• Various forms of crypto currency; and 

• Mobile device enabled payments, including peer-to-peer systems.  

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

Service providers must, in a conspicuous manner: 
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• Disclose fees charged by them and any third-party, 

• Seek consent to electronic disclosures and notices, and 

• Must notify consumers of their privacy rights. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

Basically, it is not required a specific form for e-payment services’ contracts nor to fulfil a 

predetermined content.  

In the same way, no peculiar legal constraints must be provided by PSP so that they are 

ultimately free to determine how the service agreement can be concluded between the 

parties and what it has to rule. 

6. Are there particular protections in favour of the consumers as users of e-payment 

services (retail customers)? 

There are significant consumer protections built into both federal laws and regulations, as 

well as various state laws and regulations and these protections are enforced by several 

various federal and state agencies. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

Lenders are allowed to operate on an e-payment type platform. 

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

Not by statute. Arbitration provisions will usually be set forth in the contractual agreement 

between the consumer and the service provider. 

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

There are significant laws and regulations aimed at protecting consumer data and privacy. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

At the U.S. federal level, the Bank Secrecy Act is the primary driver of the U.S. AML legislation. 

The BSA requires the establishment of robust AML compliance programmes and various 

reporting requirements, such as suspicious activity reports. The BSA applies to financial 

institutions, which includes money service businesses, such as e-payment providers and 

online lenders. Money services businesses are also required to register with FinCEN that 

imposes its own requirements intended to combat financial crimes.  

Cybersecurity for financial market participants is a top concern for U.S. regulators. Federal 

financial regulators established a plethora of customer data and IT security rules, 
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examination manuals, handbooks and other guidance. Many states, most notably New York, 

also require money transmitters to comply with state-level cybercrime laws. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

The same controls that would be apply to traditional banking transactions, like AML and KYC 

rules, prohibition on transacting business with organized crime, or a country or an 

organization subject to an embargo. 
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5. China 

 

1. Are there any regulations in your country 

covering e-payment services? Are there any 

regulatory / supervisory Authorities on the 

matter and, if so, which are they?  

The regulations for managing, 

administering, controlling e-payment 

services by non-financial Institutions in the 

People’s Republic of China (PRC) are mainly: 

• The Administrative Measures for the 

Payment Services Provided by Non-

financial Institutions (hereafter referred 

to as the Measures); and 

• The Detailed Rules for Implementation of the Administrative Measures for the Payment 

Services Provided by Non-financial Institutions (Hereafter referred to as the Detailed Rules 

for the Measures). 

The Measures and the Detailed Rules for the Measures were formulated according to the 

Law of People's Bank of PRC.  

Besides these laws and regulations, we also have the Law for E-commerce of PRC, the Law 

for Cyber Security of PRC, the Law for Data Security of PRC; the Law for Protection of Personal 

Data of PRC, the Law on Protection of Consumer Rights and Interests of PRC, the Civil Code 

of PRC, the Criminal Law of PRC etc for governing certain activities related E-payment 

services. 

According to the above laws and regulations, the regulatory/supervisory authorities 

managing, administering, controlling and supervising e-payment services include 

Administration for Market Regulation at all levels (including State Administration for Market 

Regulation); the People's Bank of China (PBC); Ministry of Industry and Information 

Technology of PRC; the Ministry of Public Security of PRC, Administration for 

Telecommunications.  

2. Is it possible in your country to provide e-payment services immediately and without 

constraints or it takes to obtain licenses and / or authorizations? Do operators have to 

comply with technical and / or corporate requirements? 

Non-financial Institutions are not allowed to provide e-payment services immediately 

without constraints. They must obtain licenses and / or authorizations from the People's 

Bank of China (PBC) for providing e-payment services.  
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According to the Measures and the Detailed Rules for the Measures, a non-financial 

institution shall obtain a Payment Business Permit according to the Measures and the 

Detailed Rules for the Measures, and become a payment institution, so it may be allowed to 

provide payment services. 

Payment institutions shall be subject to the supervision and administration by the People's 

Bank of China (PBC). NO non-financial institution or individual may directly or indirectly 

engage in the payment business unless it has been so approved by the People's Bank of 

China (PBC).  

Non-financial Institutions have to comply with technical and / or corporate requirements 

stipulated in the Measures and the Detailed Rules for the Measures, and other relevant laws 

and regulations, such as the Law for E-commerce of PRC, the Law for Cyber Security of PRC, 

the Law for Data Security of PRC, the Law for Protection of Personal Data of PRC.  

3. Which e-payment services are allowed in your country? [Please provide exhaustive list and 

/ or some examples] 

According to the Measures and the Detailed Rules for the Measures, “payment services 

provided by non-financial institutions” refers to some or all of the following monetary capital 

transfer services provided by non-financial institutions as middlemen between payers and 

payees: 

• Payment through the network (refers to the transfer of monetary funds between payers 

and payees via public or private networks, including currency exchange, internet payment, 

mobile phone payment, fixed phone payment, payment by digital TV etc); 

• Issuance and acceptance of prepaid cards (refers to cards with prepaid values which are 

issued for making profits and are used for buying goods or services at institutions other 

than the issuers, including those issued in the form of cards or passwords by adopting 

such technologies as magnetic stripes or chips); 

• Bank cards acquiring (refers to the collection of monetary funds on behalf of franchised 

merchants of bankcards via the POS terminals);  

• Other payment services as specified by the People's Bank of China (PBC). 

4. Is there any specific information that e-payment services’ providers must provide to 

customers (business / retail) before the closing of a service contract? 

According to the Measures and the Detailed Rules for the Measures, a payment institution 

shall determine the items and standards of charges for payment business and report such 

items and standards to the local branch of the People's Bank of China (PBC) for files and 

records.  

A payment institution shall also submit statistical statements of payment business, financial 

and accounting reports and other materials to the local branches of the People's Bank of 

China (PBC) for files and records.  



China 

60   

In practise, payment institutions shall publicly disclose the charge items and standards of 

their payment business. So Customers may have a better understanding of the business. 

5. Do e-payment service contracts have to adopt a specific form and / or fulfil a 

predetermined content and / or are they subject to other peculiar legal constraints? 

According to the Measures and the Detailed Rules for the Measures, a payment institution 

shall formulate a payment service contract to clarify its rights and obligations with customers, 

principles of dispute settlement, liability for breach of contract and other matters. A payment 

institution shall publicly disclose the terms and conditions of the payment service contract, 

and shall report the payment service contract, with such terms and conditions to the local 

branch of the People's Bank of China (PBC) for files and records. Of course, the payment 

service contract shall conform to the Civil Code of PRC, and other relevant laws in the 

Country. 

Meanwhile, payment service contract, including legal and regulatory requirements, shall be 

available in the form of hard copies or electronic copies.  

A payment institution shall disclose the contents of the standard terms of its payment service 

contract in a prominent position in its business premises. If a payment institution has an 

Internet website, it shall also disclose in a prominent position on the homepage of the 

website. 

The standard terms of the payment service contract of a payment institution shall follow the 

principle of fairness, and it shall comprehensively and accurately define the rights, 

obligations and responsibilities between the payment institution and the customers. The 

payment institution shall draw the customer's attention to the content in the terms of the 

format of the payment service contract that exempts or limits its liability, and provides clear 

explanation to customers. Where a payment institution intends to adjust the terms of the 

format of a payment service contract, it shall notify the customer 30 days prior to the 

adjustment and provide a reminder of the contents to be adjusted. If customers fail to 

perform the obligation of notification, the adjusted terms shall not be binding on customers. 

6. Are there particular protections in favour of the consumers as users of e-payment services 

(retail customers)? 

Normally, the Law on Protection of Consumer Rights and Interests of PRC will govern the 

protection of rights and interest of customers of e-payment.  

Meanwhile, customers of e-payment are also protected in certain aspects by the Law for E-

commerce of PRC, the Law for Cyber Security of PRC, the Law for Data Security of PRC, the 

Law for Protection of Personal Data of PRC , the Civil Code of PRC, as well as the Criminal 

Law of PRC.  

For example, the Law for Protection of Personal Data of PRC may protect personal data of 

customers of e-payment, and the Law for Cyber Security of PRC may provide a safe cyber 
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world for customs of e-payment.  

When a crime is committed in the activities of e-payment, it will be governed by the Criminal 

Law of PRC. 

7. Are e-payment services’ providers allowed to grant credit, even in the form of deferred 

payment (such as in the BNPL formula)? 

Granting credit shall be governed by other laws and regulations instead of regulations of E-

payment.  

However, if consumers buy products on some online shopping platforms, they may choose 

to pay by instalments.  If the products are on promotion, the payment by instalments may 

not be charged with interest. For other occasions, the interest may be similar to the interest 

charged by banks for instalments for credit cards.  For example, for ICBC credit card, the 

instalment interest is :   1.65% for 3 instalments,  3.6% for 6 instalments , 5.4% for 9 

instalments, 7.2% for 12 instalments . Interest may vary from bank to bank, and even credit 

card to credit card, and also vary due to change of policy.  

8. Is there in your country any forms of ADR/ODR applicable to disputes relating to e-

payment services? 

If there is a dispute relating to e-payment services, parties involved may seek solutions by 

reconciliation, mediation, complaint with governing authorities, arbitration, litigation etc in 

accordance with certain applicable laws and regulations of PRC, such as Civil Code, the Civil 

Procedural Law of PRC, the Arbitration Law of PRC. If the dispute about e-payment does not 

constitute a crime, it will be processed as a civil case. If so, the cost, timing may depend on 

the nature, difficulty, and the amount of subject etc.  For example, according to the Civil 

Procedural Law of PRC, cases tried by people's court following Ordinary Procedures shall be 

concluded within six (6) months from the date of filing the case. If an extension is needed 

under special circumstances, the extension may be extended for six (6) months with the 

approval of the president of the court; If an extension is needed, it shall be reported to the 

people's court at a higher level for approval. 

If such disputes constitute crimes, they will be investigated by the Ministry of Public Security 

of the Criminal Law of PRC (PSB), and brought to court for a trial in accordance with the 

Criminal Law of PRC.   

9. Are there in your country obligations to protect personal data of e-payment services’ 

customers? 

Normally, these obligations are stipulated in the Law for E-Commerce of PRC; the Law on 

for Cyber Security of PRC;  the Law for Data Security of PRC; the Law for Protection of 

Personal Data of PRC;  the Civil Code of PRC. According to these laws, collection, use of 

personal data must conform to the principles of legality, propriety and necessity.  

For example, according to the Law for Cyber Security of PRC, when collecting and using 
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personal information, network operators should follow the principles of legality, propriety 

and necessity, make public the collection and use rules, clearly state the purpose, method 

and scope of the collection and use of information, and obtain the consent of the recipients. 

Network operators shall not collect personal information unrelated to the services they 

provide, shall not collect and use personal information in violation of the provisions of laws 

and administrative regulations and the agreement between the two parties, and shall handle 

the personal information stored by them in accordance with the provisions of laws and 

administrative regulations and the agreement with users. 

Network operators shall take technical measures and other necessary measures to ensure 

the security of the personal information they collect and prevent information disclosure, 

damage and loss. In case of disclosure, damage or loss of personal information occurring or 

likely to occur, it shall take remedial measures immediately, inform users in time and report 

to the relevant competent authorities in accordance with regulations. 

Further, according to the Law for Data Security of PRC, "Data" means any electronic 

information or other means of recorded information. 

Data processing, includes data collection, storage, use, processing, transmission, provision, 

disclosure, etc. 

Data security refers to taking necessary measures to ensure that data is in a state of effective 

protection and legal use, as well as the ability to guarantee a continuous state of security. 

Public security organs and state security organs shall, in accordance with the provisions of 

this Law and relevant laws and administrative regulations, assume the responsibilities of data 

security supervision and control within the scope of their respective functions and duties. 

In accordance with the provisions of this Law, relevant laws and administrative regulations, 

the Cyberspace Administration of the People's Republic of China shall be responsible for 

overall planning and coordination of network data security and relevant supervision. 

10. What are the potential criminal aspects related to abuse of e-payment services in your 

country (such as e.g., cyber fraud, money laundering, etc.)? 

These aspects may include money laundering, cyber fraud which may be two major concerns 

these days as e-payment is developed. 

• Money Laundering 

According to the Law on Anti-money Laundering of PRC, “Anti-money laundering” defined 

in this Law refers to is to prevent money laundering activities that are armed to cover up, 

hide the source and nature of incomes and earnings related to drug crimes, organized crime 

of mafias, crime of terrorist activities, smuggling crime, crimes of corruption and bribery, 

embezzlement, crimes of disrupting financial management order, crime of financial fraud.  

To fight money laundering, relevant measures are taken in accordance with the provisions 
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of the Law.   

Nowadays, these money laundering activities may be carried out on the internet. So 

“financial institutions" have the responsibility to fight money laundering on the internet as 

well.  In the Law on Anti-money Laundering of PRC, the term "financial institutions" refers to 

a lawfully established in the financial business of policy banks, commercial banks, credit 

cooperatives, postal remittance storage mechanism, trust investment companies, securities 

companies, futures brokerage companies, insurance companies and other institutions 

engaged in financial business determined and published by the administrative department 

for anti-money laundering under the State Council. 

Besides “financial institutions”, “non-financial institutions”, such as the payment institutions 

defined in the Measures and the Detailed Rules for the Measures shall also have the 

responsibility to fight money laundering.  Payment institutions shall not handle the transfer 

of monetary funds between banking financial institutions, except with special permission. 

According to the Law on Anti-money Laundering of PRC, the scope of the specific non-

financial institutions that should fulfil the obligations of anti-money laundering, the specific 

measures for their performance of the obligations of anti-money laundering and their 

supervision and management shall be formulated by the competent administrative 

department for anti-money laundering under the State Council jointly with the relevant 

departments under the State Council. 

According to in the Measures and the Detailed Rules for the Measures, the examination 

materials for anti-money laundering measures refer to reports that include the following: 

a. Documents of anti-money laundering internal control system, including anti-money 

laundering compliance management framework, customer identification and data 

preservation measures, and suspicious transaction reporting measures implementation, 

transaction record keeping measures, anti-money laundering audit and training measures, 

internal procedures to assist anti-money laundering investigations, anti-money laundering 

confidentiality measures. 

b. Anti-money laundering post setting and duty description, indicating the internal 

organization responsible for anti-money laundering, senior anti-money laundering 

management personnel and full-time anti-money laundering staff members and their 

contact information. 

c. Technical specifications for suspicious transaction monitoring. 

• Cyber Fraud  

According to the draft of the Law Against Telecommunications and Network Fraud of PRC, 

which was published for opinion on October 23, 2021, the term "telecom network fraud" 

defined in the Law refers to the activities of defrauding property of public or private through 

remote and non-contact means, namely by means of telephone, short message, internet, 
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and other telecommunication network technologies for the purpose of illegal possession of 

the property of public or private. After it is adopted and effective, this Law is applicable to 

cracking down on and controlling telecommunications and network fraud activities within 

the territory of PRC or telecommunications and network fraud activities committed by 

citizens of PRC abroad. Organizations and individuals outside PRC that commit 

telecommunications and network fraud within PRC or provide products and services for 

others to commit telecommunications and network fraud, thus harming the interests of the 

country or citizens of PRC, may be dealt with, and investigated for responsibility in 

accordance with the relevant provisions of this Law.  

There are stipulations to fight Against Telecommunications and Network Fraud, such as 

follows:  

According to the Law, when a banking financial institution or a non-bank payment institution 

(such as  payment institutions) opens a bank account or a payment account for a customer, 

it shall establish a customer due diligence system, identify and verify the identity of the 

customer, understand the purpose of opening an account and the risk status, and take 

appropriate risk management measures to prevent the bank account or payment account 

from being used for telecom network fraud. During the existence of the business relationship 

with the customer, banking financial institutions and non-bank payment institutions shall 

continue to pay attention to and review the customer's status and transaction status, 

understand the risk of the customer using the account for money laundering, timely take 

appropriate due diligence and risk management measures according to the risk status, and 

identify the beneficial owner according to law. 

When an Internet service provider signs an agreement or confirms to provide service to a 

user, it shall require users to provide their authentic  identity information according to law, 

and service providers  shall not provide the following related services if users fail to provide 

their authentic  identity information : (1) Provide network access  services;  (2) provide 

network address conversion services such as virtual private network and network proxy; (2) 

provide internet domain name registration, hosting, space renting, cloud services and 

content distribution services; (3) provide information, application and software distribution 

services, or provide instant messaging, online payment, online transaction, online games, 

online live broadcasting and advertising promotion services. 

11. What are controls adopted in your country to prevent crimes inherent to e-payment 

services as well as those provided to protect users? 

According to the Measures and the Detailed Rules for the Measures, there are controls 

(measures) to prevent crimes inherent to e-payment services, such as measure for anti-

money laundering.  

Such "anti-money laundering measures" include measures to prevent financial crimes such 

as money laundering, terrorist financing and other financial crimes such as internal anti-
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money laundering control, customer identity identification, suspicious transaction report, 

customer identity information and transaction record keeping. The acceptance materials for 

anti-money laundering measures refer to reports containing the following contents: 

• The document of anti-money laundering internal control system, including the framework 

of anti-money laundering compliance management, measures for customer identification 

and data preservation, measures for suspicious transaction reporting, measures for 

transaction record preservation, measures for anti-money laundering audit and training, 

internal procedures for assisting anti-money laundering investigation, and measures for 

anti-money laundering work confidentiality; 

• Position setting and duty description of anti-money laundering, including internal 

organization responsible for anti-money laundering, senior anti-money laundering 

management personnel and full-time anti-money laundering personnel, as well as their 

contact information; 

• Description of technical conditions for carrying out suspicious transaction monitoring. 

Besides these specific measures, measures that for upgrading threshold for being a payment 

institution are also adopted. An applicant for a Payment Business License must meet the 

following conditions: 

• A limited liability company or a joint venture limited company established in accordance 

with the relevant laws of PRC and a non-financial institution as a legal person; 

• A minimum amount of registered capital in conformity with the provisions of these 

Measures; 

• There are investors who conform to the provisions of these Measures; 

• At least five senior managerial personnel familiar with payment business; 

• Anti-money laundering measures that meet the requirements; 

• Facilities for payment business that meet the requirements; 

• A sound organizational structure, internal control system and risk management measures; 

• Business premises and safety guarantee measures that meet the applicable requirements; 

• The applicant and its senior management personnel having never been subject to 

punishment for using payment business to carry out illegal or criminal activities or for 

handling payment business for illegal or criminal activities in the recent three years. 

• The main investors of an applicant must meet the following conditions: 

• Be a lawfully established limited liability company or a joint venture limited company; 

• As of the application date, provide information processing support services for financial 

institutions for more than two consecutive years, or provide information processing support 

services for e-commerce activities for more than two consecutive years; 

• Have made profits continuously for more than 2 years as of the application date; 
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• In the last three years, has not been punished for carrying out illegal or criminal activities 

or handling payment business for illegal or criminal activities. 

The term "main investor" includes the investor who has the actual control of the applicant 

and the investor who holds more than 10% of the equity of the applicant. 

According to these controls, a limited company must apply for approval for license scope 

for its business scope. Then, as a non-financial institution, the limited company shall obtain 

a Payment Business Permit under these Measures, and become a payment institution, so it 

may be able to provide payment services. All the Payment institutions shall be subject to the 

supervision and administration of the People’s Bank of China (PBC).  Meanwhile, the 

company, as a payment institution shall also record their website for operating with Ministry 

of Public Security of PRC, and Ministry of Industry and Information Technology of PRC.  

These become a loop to control and manage e-payment services. Namely, e-payment is 

under strict management, supervision, and control right from the beginning. 
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